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|. Handling maliciousinterference
J. Shortcut to being a good NCS - Practice Practice Practice
2. Working with Volunteers
3. Liaison - Connecting the Parts
4. Training others - stay on subject
[11. Level Il - Management Aspects

A Levd 3 certification indicates that the person certified has attained sufficient grasp of
leader ship and management knowledge that the person can develop and lead a team of

volunteer emergency communicators.

As of January 2001 the full development cycle for thismaterial has not been completed.
Please see http://home.ear thlink.net/~wOipl/emcom-rd.htm for the work in progress.
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Prerequsite

Emergency Communication (EmCom) Certification overview

EmCom certification is an opportunity to provide the public service community with trained Amateur
Radio operators who will have a consistent level of expertise in Emergency Communication no matter
where in the United States they live.

It is evident that there are areas in the U.S. that have few opportunities to train operators in disaster
communication. While other areas have far more than any would wish. The certification program will
provide consistency in technical training where ever the person lives. The added benefit comesin that it
will be easier to insure the students understand the attitudes necessary to interface with the public service
community in amanner which is beneficial to all.

There are many personality typesin Amateur Radio, some of which lack the necessary knowledge to
participate in a positive manner. These people simply need guidance and assistance to understand what
the position of Amateur Radio isin public service.

The goal therefore is to provide consistently knowledgeable communication people who have a very
positive, service oriented attitude.

Attitude

Before you begin the technical material involved in earning a certification in Emergency Communication
(EmCom) it isimperative that you understand your knowledge in EmCom is not actually as important as
your attitude, during emergencies.

Y es, technical ability will enable you to do afar better job of communicating. But your attitude will
determine the success of the overall Amateur Radio effort. The person who brings a"know it all" or "I'll
really show you just how good | am" attitude will only hamper the relations with served agencies.

The people you will be serving - remember that word - are professionals that have seen far too many
people that are more interested in impressing someone that in getting the job done. Y ou will actually
impress them far more by being as quiet as you can and doing your job in the best way possible. Results,
without interference of served agency people, will cement relations with your served agency.

Please consider:
« Attitude: n. manner, disposition, feeling, position, etc. with regard to a person or thing; tendency or
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orientation, esp. of the mind
« Service: n. an act of helpful activity; help; aid
« Positive: adj. explicitly stated, stipulated, or expressed

Or more simply, an explicit mental commitment to help others.

Please read that again. A commitment to help others. Areyou really ready to commit yourself to this
effort? It will take time. A lot of time, if you are to be successful. If you are willing then WEL COME!

Please remember the following:
Experience is the worst teacher; it gives the test before presenting the lesson

Hams are patriotic, independent people and they are volunteers. The attitude among afew hamsis that
'Volunteers don't have to take orders.' That's absolutely correct. We don't have to take orders. But if you
are not ready to follow instructions, you may want to do something outside of ARE.S/RA.C.E.S

Do not adjust, play with or fiddle with any piece of equipment in usefor an event, during that
event, unlessit is malfunctioning. Remember, an incident sceneisnot about radios and being a
Ham, it'sabout theincident and YOU will either be part of the problem or part of the solution.

Questions for this segment

The only passing score on attutude is 100%.

True, Fal se:

The nost inportant "thing" you bring to Enmergency Conmunication is
operating skill

During an energency, you are there to provide direction to the served
agency(i es)

You should be as | oud as possible during an energency
You should try to i npress everyone with your know edge

It wwll only take you five mnutes to handl e any energency, everyone
else will have to stay and do the work
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You need to be a team pl ayer

You will take direction

It's OKto interfere with served agency people
Sel ect the nost appropriate answer:

1) Your attitude
A) Doesn't matter
B) Shows how nuch you know
C) Determnes the effectiveness of the Amateur Radi o participation
D) Hel ps everyone | augh

2) Wth regard to a person or thing; your attitude
A) |s a manner
B) Is a disposition
C) Is a feeling
D) Is a position
E) All of the above

3) To serve is to:
A) Provide aid
B) Provide help
C) Provide direction
D) None of the above
E) All of the above
F) A& Bonly
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| ntroduction to EmCom

Introduction to the ARRL CE - EmCom

An Amateur Radio license and ARRL Emergency Communication certification isnot meant to be a
substitute for localized ARES/RACES training. However, neither can localized ARES/RACES training
succeed without foundations such as the Amateur Radio license and the background that is essentially the
ARRL's emergency communication program.

To be successful, one needs all these components: (a) Amateur Radio license (b) the ARRL certification
program and (c) localized ARES/RACES training.

One could dispense with the ARRL certification program if the local ARES/RACES groups provided all
of the same coverage in their training. However there are many districts without any training program
and the ARRL certification provides alevel of understanding, consistent across the nation. The ARRL
certification was never designed to replace local ARES/RACES training. These two programs are
complementary and neither will function as effectively by themselves as the two, working together.
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Introduction to Emergency Communications

|. Overview and Generalized Training
1. Introduction to Emergency and Public Service Communication
. What is a Communications Emergency

The easiest way to think about a communications emergency is to begin by using the
definitions used in the Incident Command System -ICS- (see section 1.9 for the
Incident Command Overview). "We will define an incident as any planned or
unplanned occurrence or event, regardless of cause, which requires action by
emergency service personnel to prevent or minimize loss of life or damage to
property and/or natural resources."

We can see that during alarge scale event it would be possible to have enough
information (traffic) flow that the emergency service communications could become
overloaded to alevel that it would fail to function as required by the incident.

1. What defines a communications emergency?

When normal communications processes are inadequate to handle the
information flow required to service an incident as defined in the ICS

2. Therole Amateur Radio serves

Our primary roleis to support the emergency management community
(responders, relief and recovery agencies) with communications during times of
emergency and disaster when normal communications are unavailable or
overwhel med.

Please understand that we are NOT arapid response team. If you arrive at the
scene of an emergency just as the sirens are quieting, keep your mouth shut and
get out of the way! We do not provide first aid, transport victims, provide
traffic control or any other function normally provided by public service
agencies. We DO provide communication when public service systems are
overloaded. Even the SKYWARN group (information available on the world
wide web) does not activate until the National Weather Service has requested
our help.

Asagroup we will, in many cases, do more than "just" communicate. You are
free to do any work for the served agency that they request of you. So long as
you are comfortable doing that work AND it does not hinder your ability to
communicate.

Most operators think of ARES/RACES as a simple extension of the "talk time"
in the hobby. Thisis not true. ARES/RACES are organizations that continually
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need more trained operators that are willing to learn to communicate rather than
just talk. Do you have the time and the drive to do it well?

It's not that the trained operators are willing to learn to communicate. It's that
the trained operators have learned to communicate accurately in atimely
fashion regardless of the obstaclesin the event.

3. Why Amateur Radio works when other methods don't
. Amateur radio equipment does not rely on wires and communications

facilities provided by common carriers and phone companies, thusit is
not prone to disruptions with the telephone system.

Public Service agencies can communicate with each other only if they
are on the same frequency. Amateur radio operators have a wide range of
frequencies to choose from and thus provide that common frequency.

Amateur radio enthusiasts use a wide range of radio bands, each one with
it's particular strength in overcoming the communication barriers. VHF
(Very High Frequency-50, 144, 222 Mhz) and UHF (UltraHigh
Frequency-440 Mhz and above) radios handle short ranged
communications. HF (High Frequency) provide coverage beyond VHF
and UHF. All may cover awide range of communications modes,
whether it's TV, data, voice or morse code to exchange messages. The
very nature of the amateur radio service encourages amateursto learn
how to make contacts, regardless of the challenges that may abound.

Amateur radio operators are distributed throughout the community, near
schools, churches and park facilities which are often used for evacuation
shelters. These operators are then near the scene of the event and can
respond quickly. Please note that Amateur Radio operators are NOT first
response peoplein their capacity as ARES/RACES. Should for any
reason a section of atown or city be devastated, there is enough
equipment and operators ready in other parts of the same community, to
respond.

Regardless of the specific brand and model of radio equipment, amateurs
that use the same frequency band and mode can communicate with each
other. Thisisthe reverse of private companies and government, where
communicationsis limited to each entity by their FCC license and
equipment. In many cases, they are not able to communicate with each
other.

. Amateur radio operators are already licensed and pre-authorized to

communicate internationally into and out of places hard hit during
natural disasters.

Amateur radio operators are allowed to run higher power than other
licensed and unlicensed personal radio services such as Citizen Band
(CB), Family Radio Serivce (FRS), General Mobile Radio Serivce
(GMRS) and have more flexibility with the equipment. Therfore, they
can communicate over greater distances and with greater diversity.
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h. Amateur radio operators are encouraged to use their equipment regularly
which verifies that it's maintained and operational. Thus the amateur
radio operators are familiar with the operation and capabilities of their
eguipment, and how to overcome obstacles to radio communications that
may be within their neighborhood.

4. Why the phone companies may not operate during emergencies

Communications between agencies and the general public are handled by
common carriers such as phone, paging and Internet companies. Phone
companies invest large amounts of monies into equipment that provide reliable
phone service, including durable and secure buildings, highly reliable phone
switches, diesel generators, large banks of batteries. Cellular, paging and
Internet companies in turn rely on communications services provided by the
phone companies. These phone systems (a) are sized for business reasons for
the peaksin regular daily usage, not peaksin emergency usage, (b) usually
rely on copper or fiber optic cables which when exposed are prone to damage
during high winds, storm and unusual flooding conditions, (c) are usually not
portable and reliable enough to respond to the demands of the emergency.

These are the most common reasons why normal public communication needs
are not met during emergencies. Since Amateur Radio communication does not
rely on these same features, it is able to respond to the needs of the emergency.

5. How does Amateur Radio Emergency Communications compare with other
amateur radio activities?

. Usesbasic skillsand activites as a foundation.
Amateur radio operators will find that much of emergency
communications borrows from existing aspects of the hobby. For
example:

= Each operator isfederally licensed after a period of study and
examination on varying levels of technical, operating and
regulatory knowledge.

= Each operator routinely uses that privilege to practice and build
upon the ability to communicate viaradio.

= One uses general operating practices to converse on repeaters and
HF.

»s NTS practice offers skill sets for passing formal traffic efficiently
and accurately.

= Contesting emphasi zes speed, listening skills and endurance.

» Field Day offers the chance to practice operating out of tents
handling radios powered by generators.

= Public Service eventslets us practice flexible communications
practices while walking around serving a public event.

In these ways regular amateur radio activities resemble skills used for
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emergency communications.

b. Emergency communications builds upon and extends this foundation in
ways that normally do not occur in regular daily living, and are present
only during times of emergency or disaster.

Emergency communicators are often activated with little or no
previous warning, to organize and coordinate field operations.

Emergency communicators must handle several key organizations
simultaneously and may become the primary means of
Inter-agency communications.

Emergency communicators are often dealing with several nets
simultaneously to pass messages within alimited timeframe.

Stations must be portable and must be setup and operational in a
matter of minutes or at most afew of hours.

Emergency communicators are looking for specific stations to
contact NOW to pass traffic. Teamwork, not competition
between stations, isimperative.

Emergency operations are likely to continue for several days or
weeks.

Unlike general amateur radio activities, emergency operations
happen in real-time. Things can not be delayed.

Emergency communications involves both amateurs and
non-amateurs alike.

Emergency communicators must have the equipment, skill and
knowledge to improvise additional communications capacity in
very short order.

In all this, leader ship, teamwork and initiative are key factors
to success!

Simply put, amateur radio emergency communications offers avery rich, challenging and rewarding
environment to apply amateur radio knowledge and skills in unique situations where no one else has a
viable solution. Amateur radio operators that have honed that knowledge and skills have truly earned

their certification.

Questions for this segment
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The role Amateur Radio Serves:

Trueor false

* Amateur radio emergency communicators have the same role as emergency responders and search and
rescue personnel.

*Qur primary mission isto provide first aid to accident victims.

*Qur roleisjust to communicate and not provide service to the served agency.
* A communications emergency is when the police chief can't find his secretary
* During a communications emergency all routine traffic flows normally

*Y ou get into emergency communications so you can talk more

*Training is unimportant

*It's not important how fast you handle emergency communication

| dentify which of the following reasons on why amateur radio succeeds during an emergency is
false.

* Amateur radio operators should be trained and proficient in operating other personal radio services such
as citizen band and family radio service.

* Amateur radio operators should be trained and proficient in operating radio services such as the local
government radio system, given authorization and training provided by the local CD agency.

*All Amateur Radio communications for emergencies are handled on one frequency

*All Amateur radio communication is limited to line of sight

*If the telephone service is out Amateur Radio will not function

*Y ou should never test your equipment for functionality

*Cell phones will handle all necessary communication during an emergency

*Y ou will always know, in advance, when an emergency is about to happen (you will seeit on TV).
*Teamwork is unimportant in emergency communication

*Emergencies only last ten or twenty minutes.

*Lack of teamwork, like a bad attitude, will hamper the Amateur Radio effort during an emergency

*Cell phone systems overload quickly during an emergency
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Public Service Communication

The beautiful thing about learning is that nobody can take it away from you
B. Public Service Communications

1. Public Service Communications is communications services amateur radio operators
provides to non-profit organizations sponsoring a public event that require self-equipped
radio communicators.

Key elements to public service communications are:

= The served agency must be non-profit. The Amateur Radio Service and amateur
radio operations cannot support public service communications for afor-profit
organization. For-profit organizations and events needing communications services
should rent or purchase commercial radios (which operate in acommercial radio
service), which amateur radio volunteers can operate and use for the for-profit event.

= Theevent isapublic community event, such as a parade, marathon, fun-run, block
party, search-and-rescue operation, etc.

= Usually requires amateur radio operators to provide their own personal radios to be
used during the event.

2. Therole Amateur Radio serves

= Provides acommunity reserve of operators and technicians that are trained and
equipped in the art of radio communications.

= Sometimes provides communications where no cellular, wireline or wireless phone
Service exists.

= Advances the general welfare of the community and public interest by volunteering in
support of alarger cause.

= Visible community service by amateur radio volunteers within the community. The
amateur radio organization providing Public Service Communications often hasit's
name acknowledged in the credits of the event.

3. Similaritiesto Emergency Communications
= Often uses the same equipment (mobile, portable and foot-mobile stations).
= Often uses the same operating techniques (controlled nets, informal and formal nets).
= Usually involves deployment and operations at multiple locations.

= Provides an excellent smulation of conditions and techniques found in emergency
communications situations.

4. Differences with Emergency Communications
= Itisscheduled, as opposed to an unscheduled emergency event.
= Does not require activation by an emergency management agency.
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= Does not exercise an activation tree and the related deployment.

= |n contrast to emergency events and emergency management agencies, usually does
not require reporting to and coordinating with more than one lead organization. There
may be many organizations participating in the event, but the sponsoring organization
usually has the key, lead role.

= Often, amateur radio operations takes operator sign-ups several daysin advance,
assigns them to operating locations, and provides the master list to the sponsoring
agency for their records/actions. This does not happen during emergencies.

= May not require wearing avisible ID badge.
5. Types of events and their unique requirements

. Parades
= Operations
= Multiple fixed operating locations. Be prepared to deploy 50 watt
mobile radios with deep cycle, gel-cel batteries and a mast-mounted
antenna if the parade route is more than 1.5 miles. Sometimes may need
repeaters to provide end-to-end coverage.
= Some mobile stations on bicycles may be needed.
= May need to shadow key parade officials.
= Need to show up ahead of parade time to assist in the organization of the
parade.
= Stations may be dismissed once the end of the parade passes their
location.
= Traffic
= Most of thetraffic istactical/informal in nature.
= Often need to relay changes in the parade line-up (participating or
non-participating parade units, order of the parade) from the starting
position to all review stands announcing the parade units.
= Itishelpful to have an ambulance dispatch radio at the communications
command post for expediting the call-in of medical emergencies.
n LOgISthS

It is very important to plan and allow for: water, food, relief operators
and restrooms. The longer the period of operations, the more attention is
needed to logistics planning. Restrooms may be accessible at restaurants
and other establishments along the parade route.

= Volunteering may result in a T-shirt, which serves as the uniform for the

day. Need to coordinate T-shirt sizes.

b. Marathons, Fun Runs

= Similar in nature to parades, although it may be over alarger course and last
longer. May require more fixed stations with higher powered base/mobile
radios.
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= Operations

= Thelast runner is tracked and progress relayed so that each station
knows when it can be dismissed.

» Traffic

» Usualy thefirst severa runners are tracked and the progressisrelayed to
the race officials.

= Logistics
= Aid stations are usually spaced throughout the course offering water, first
aid and transportation. Portable latrines may or may not be available.
C. Sporting events
= Operations

» Usually has ahigher proportion of foot-mobile stations deployed to
observe and assist the crowd.

= Traffic
» Trafficisusually routed to and from the communications command post.
d. Search-and-rescue support
= Operations

» Usually has a higher proportion of foot-mobile and mobile stations,
reporting to one or more operations command posts. Messages with the
operations command posts are relayed to the central command post to
guide the overall operation.

= Traffic
= May betactical or formal in nature.
= Logistics
= May not have strong logistical support from the sponsoring
organization. Since the search-and-rescue effort will be outdoors away

from ready access to commercial areas, operators should be prepared to
be self-sufficient.

QUESTIONS

« True or false? Public Service Communications is communications services amateur radio operators
provides to non-profit organizations sponsoring a public event that require self-equipped radio
communicators.

« Trueor false? Amateur radio operators can use their amateur radio equipment to provide public
service communications for for-profit events.
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Communication Organizations

C. Organizations to meet communication goals
1. Radio Clubs

Radio clubs meet the need for people to turn to when we need to establish emergency
communications systems. The local club is asource of expertise in many areas of amateur
radio. By getting involved with your local radio club, you will meet and get to know the
other amateur operators in your area and you will learn their operating habits. The local club
also serves as amajor point of contact with the public and many clubs are heavily involved
in providing public service communications. Getting involved with your local group's public
service activities allows you to make sure that your equipment is working properly and that
you are practiced in operating in aformal net environment. These are two fundamentals to
effective emergency communications work. If you are not familiar with any of the local
clubsin your area, you can get on most any repeater or your section net and ask some of the
locals for more information. Also, you can check the ARRL's Affiliated Club listing to seeif
thereisaclub in your area. The SSC (Special Service Club) designation of a club indicates a
club with higher than usual activitiesin the realms of public service and emergency
communications.

A.RE.S

R.A.CE.S.

Two organizations, how do they differ and why be a member of both.
M.A.R.S.

When/How do we use REACT

N o gk~ 0N

REACT International, "Radio Emergency Associated Communication Teams®

REACT is comprised of volunteers who are organized internationally and use CB radio,
UHF, VHF, Amateur Radio, and the general mobile radio service to provide public service
communications for travelers and their local communities. REACT teams aso provide
voluntary communications in response to emergencies and for community events ranging
from single family house fires, brush fires, chemical spills, train derailments, and to assist
the Red Cross, Salvation Army and other agencies during various emergencies (See
http://www.reactintl.org).

REACT isan auxiliary communications organization that has historically focused on
communications with the public. REACT operators handle many sorts of unstructured
situations that do not fit well into standard net procedures, such as. supporting logistics by
collecting information from and providing instructions to truckers bringing relief supplies
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into a disaster area; processing radio calls from the public in areas of telephone outages; and
dealing with other spontaneous volunteer radio operators.

8. E-9-1-1 What do they need to know?
Many people understand that they are to dial 9-1-1 for emergency help. How many people

know what information they will need to have available once they are connected to the 9-1-1
call taker? Unfortunately very few. Hereisalist of information you will need.

Questions for this segment

A.R.E.S.

* True or False: non-amateurs may be a member of ARES.
* True or False: The primary form of information passed on netsisinformal traffic.
* True or False: Amateur radio emergency communicators should be skilled and trained.

* True or False: Appropriate emergency communications procedures can be picked up and become
proficient solely by reading or studying.

R.A.C.E.S.

* True or False: The RACES regulations are contained in FCC Part 97.
* True or False: Amateur radio operators can authorize RACES operations.

* True or False: In the event the president invokes the War Emergency Powers, amateurs may
communicate on any frequency in the amateur radio band.

* True or False: ARES and RACES have redundant functions, therefore, only one of these two
organizations should serve a given geographic area.

N.T.S.

* True or False: NTS islimited to the CW mode of transmission.

* True or False: Thereisonly one NTS.
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| nfor mation for 911 Calls

Thefollowing list isto help you to provide the information the 911 Call person will need to get the
correct help on the way as soon as possible. It isimportant to have as much information as possible and
having it in sequence will speed the help.

. Criteriafor calling 911:

1. Savealife.

2. Report afire.

3. Report acrimein progress.

B. Reporting a home incident:

1. What (fire, person not breathing, person bleeding, etc.)
= |If aperson - age, sex and approximate condition

2. Where (address)

3. Weapons (gun, knife, etc. or NO weapons)

4. DrugdAlcohol or none

C. Reporting an accident:

Wher e (what city, what intersection on what road/street)

I njuries (how many and what type (bleeding, walking around, unconcious, etc.)
How many vehicles

Color of vehicles

Exact location (what side of the intersection/street and traffic lane)

o s~ wbdhPRE

D. Reporting avehicle (reckless driver, possible drunk, etc.)
Color of vehicle

Y ear

Make

Body style

All Other (body damage, added lights, roll bars, etc.)
License Number

State

N o gk~ owbdPE

E. Describe aPerson
1. Race (Black, White, Hispanic, Oriental, etc.)
2. Sex (ONLY valid answers are Male/Female)
3. Age (teens, 20s, 30s, 40s, €tc.)
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4. Height (infeet and inches - as accurately as you can)

5. Weight (in lbs. - as accurately as you can)
6. Hair (Color and - balding, long, short, pony tail etc.)
7. Facial Hair (beard, mustache etc.)
8. Glasses
9. Hat (type, color)
10. Shirt (color, style)
11. Coat
12. Pants
13. Shoes

14. Weapons (knife, revolver, semi-auto, shotgun, etc. and how/where carried)
15. Transportation (car, bicycle, truck, on foot, etc.)
16. Direction of travel (north, south, east, west, etc. from what address)
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Who Runs the Event

[ Who Runs It | Talking /w media | Getting Involved | ]

D. Who runs the event - the PRIMARY SERVED AGENCY

When you are working any event please understand that you are there to help the served agency
with a communications shortfall. This, in and of itself, is embarrassing to some agencies. If you
keep that fact in mind, you can eliminate confusion and problems by acknowledging that the
served agency runs the event. Not just by your words, but by your actions.

The largest problem that Amateur Radio has is operators that go into an event and try to take over.
Cowboy and "wanna-be" behavior WILL discourage the served agency from ever using Amateur
Radio services again. In some cases it has resulted in the Amateur Radio operator involved being
arrested and removed from the scene.

Most if not all Public Service agencies use some form of the Incident Command System as the
model for operations during an emergency. Y ou will help your served agency and your
ARES/RACES group if you understand how the ICS works (see Section 1.9 for an overview).

E. Who talks to the Media (press) - the primary served agency PIO

Dealing with the media/public: ** During an emergency do NOT make any statement(s) to the
media/public about the emergency! The Public Information Officer (PIO) for the agency being
served will make ALL statements. Y ou can discuss nondetailed information about Amateur Radio
if you have time and they ask. Do NOT include mode, frequency or traffic-volume information.

Should you encounter some very persistent media people, the following statement may help.
Please check with your served agency before you use this statement.

"ARES is Amateur Radio Emergency Services. These are volunteer Amateur Radio
communicators who are aiding local law enforcement, fire, EM S and other agencies with auxiliary
or supplemental communications due to the current overload or difficulties due to high volume of
traffic or other unusual conditions. We currently have (XX #) operatorsin places like the EOC,
communications centers, red cross shelters and other places where additional communications are
required.”

Additional information from the ARRL about the Amateur Radio Emergency Serviceis at
http://www.arrl.org/pio/emergenl.html. Thisis genera information about ARES that the media

may use as they wish.
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F. How you can get involved

Contact your local ARES/RACES group and volunteer. Y ou can be of help to these organizations
by training in the disciplines needed for appropriate communication. Training in Emergency
Communications BEFORE you are needed will help you develop the skills necessary to be an
effective ARESYRACES communicator.

During an event do your best to maintain a courteous, professional image. Y ou may be working
with several agenciesincluding police, fire, first aid squads, National Guard, etc. Extend every
possible courtesy to members of these groups. Make sure they know who you are, and what your
communications capabilities are. But remember we are only there to communicate, not to provide
other support.

Questions for this segment

* True or false:

- It isthe amateur radio operator's role to take over the operations of an emergency that isin progress and
give direction to Public Service officers.

- It isthe amateur radio operator's role to talk with the news media.

- Amateur radio operators responding to an emergency should follow the Incident Command System
methods and integrate into the |CS system that exists for the incident.

- Y ou can become involved in Emergency Communication by volunteering with your local
ARES/RACES group.

- Training in Emergency Communication BEFORE the event is important.
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Communications

2. Communication
. Basic Communication Guidelines

Let'sface it, there are hundreds of people that can talk the ears off of a brass monkey
and when they finally finish you ask yourself "what did they actually say?".

Within Emergency Communication you will have TWO different levels of
communication. Thefirst isin passing traffic on behalf of a served agency. Thisis
known as formal traffic. Under those conditions you pass traffic EXACTLY as
written. Y ou change nothing. In some instances you will not understand what the
message means. That isfine. Your job isto get the message to the destination as
quickly as possible, not to understand it.

When you receive a message from a served agency, read it. If thereis any part you
cannot read, ask for clarification before accepting the message. Y ou can't accurately
transcribe what you cannot read.

When you transcribe a message from a served agency, MAKE NO CHANGES! It
does not matter if you do not understand the technical meaning. It DOES matter that
you pass traffic exactly as written.

Let'srevisit the last sentence.

PASS TRAFFIC EXACTLY ASWRITTEN!

If you are the author, make your corrections before you are ready send.
If ANY ONE else initiated the message, MAKE NO CHANGES!

The second type of communication iswhere Y OU originate the message, it is not
written and where awritten response is not required. Thisis commonly known as
informal traffic. In that situation you control what the text of the message will be.
Therefore phrasing is up to you.

Plan your communications at least as well as you plan what you say when you know
you will be quoted. When ever reasonable, write down what you will say before you

say it.
A loud voice cannot compete with a clear voice, even if it's awhisper -
B.N. Kaufman

In Emergency communication it isimportant to say as little as possible, yet convey all
of the meaning. How can we do this?

Brevity and Clarity

The standing "rule of thumb" is - if you can leave aword out without changing the
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S.

meaning, leaveit out. If adescription of an item will not add to the understanding of
the subject of the message, leave it out.

Another item to remember, do NOT use contractions within your messages. Words
like "don't" and "isn't" are far too easy to confuse. Add to that the stress and confusion
during an emergency and they WILL create problems.

Do not editorialize

Literally hours can be lost by people inserting their opinion on unrelated subjects.
What someone thinks about a ball game or the weather isirrelevant unless weather or
the ball game is the subject being discussed.

Listen

The first requirement for communication is the ability to listen. But, you say, | can tell
someone what is required without listening. Not really.

Communication is the - two way - exchange of thoughts, ideas or information. Two
way. That requires listening. An olde timer once told me"A ham has two ears and one
mouth. Therefore he should listen twice as much as he talks'. Makes sense.

Standard 1 TU Phonetics

While it may take less affort to speak into a microphone and listen than to operate
CW, it does take some care to quickly and accurately convey exact information.
Speak distinctly at al times. If information isto be written, pace your speach
accordingly.

For critical information, or under noisy conditions, spell words with standard ITU
phonetics. ITU phonetics were chosen so that each word sounds completely different
from all others. A list of ITU phoneticsis available in the ARRL handbook and the
ARRL logbooks. A compressed copy follows.

A - alfa (AL-fa) B - bravo (BRAH voh)
C - charlie (CHAR-I| ee) D - delta (DELL-tah)

E - echo (ECK-o0h) F - foxtrot (FOKS-trot)
G- golf (GOLF) H - hotel (HOHtell)

| - india (1IN dee-ah) J - juliet (JUlee-ett)
K - kilo (KEY-I1o0h) L - Iima (LEE-mah)

M- mke (M KE) N - novenber (no-VEM ber)
O - oscar (0OSS-cah) P - papa (PAH PAH)

Q - quebec (kay-BECK) R - ronmeo (ROWM ne-oh)
S - sierra (SEE-air-rah) T - tango (TANG go)

U- uniform (YOU ni-form V - victor (VIK-tah)
W - whi skey (W SS-key) X - x-ray (ECKS-ray)

Y - yankee ( YANG key) Z - zulu (ZOO- 1 00)
Numbers
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Numbers are pronounced as individuals. The number 60 is pronounced six zero, not
sixty. The number 509 is pronounced five zero nine, not five hundred nine and NOT
five oh nine.

6. Formal written traffic

Insure you have asked all questions necessary to have obtained the following:

1. Who isrequesting and from whom?

. What isthe requestors full name/title/agency & location?

B. What isthe recipients full name/title/agency & location?

2. What are they requesting and how many do they want/need?

. Isitalist or singleitem?

1. If it'salist, do al items come from the same place?
. If multiple sources then multiple messages.

B. Isthe subject the transportation of an item, or the acquisition of that item,
or both?

3. Where will it come from (not always the same as the location of the person
receiving the request)?

4. Where will it go to (not always the same as the location of the person
requesting the item(s))?

5. Whenisit needed?
. Time/date as applicable

Communication IS
« A two way exchange of ideas/information
« Thefewest words that completely define the thought
« One complete thought/task at atime
« Sometimes eloquent but usually not, because it is precise
« Unemotional

Communication will be acknowledged

Communication isNOT:
« A bunch of unstructured words
« Fill noise such as Aaahhhhhh
« Vindictive or argumentetive
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Questions for this segment

* What are the two types of emergency communications messages? Formal and informal.
* True or false. Emergency Communicators should use contractions within messages.

* True or false. Emergency Communicators should editorialize and expand on messages sent/received at
their stations.

* True or false. Emergency Communicators should listen before transmitting.

* True or false. Communication is the two way exchange of information or ideas.
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Communication Technigques

Getting the message through - Power isn't everything

To improve communications you need to improve the difference between the signal and the noise levels
(signal to noise ratio) to achieve reliable communications. For our purposes here, noise is defined as any
impediment to transmission or reception of information (messages). What form can this"noise" take?
Some of the more common ones are:

« Static and background noise on the air
Equipment or voice sounds around you
I nappropreate amount of light

« "Loose cannon” tempers

Improper transmission speed
 Improperly formatted messages

What can you do to maximize message thruput? Here are some of the more common ways to handle
impediments.
« Static and background noise on the air

1. Insure you have the proper antennafor the job.
An NVISwill work very well for 40 and 75 meter SSB when your communications rgange
IS up to about three hundred miles where a verticle will not. Converdly, averticle will work
quite well for VHF/UHF.

2. Choose the best band for the job
VHF/UHF are very good for short distances (less than 50 miles) but are useless for distances
over one hundred miles. The antennas are quite small.
HF propagation differs by band. What distance do you wish to cover? Antennas are quite
large.

« Equipment or voice sounds around you
1. Use aheadset to minimize noise you will hear from the areayou arein.
2. Use anoise cancelling microphone to minimize transmitted noise.
3. When ever possible, locate your station away from the source of noise.
4. Make sure your equipment is grounded.

« Inappropreate amount of light
Many people do not think of light as a potential problem. Think what happens when you have too
much light when you try to read a computer screen or too little light when you try to read printed
information.

1. Stay out of direct sunlight if at all possible.
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2. Try not to be in shade while having to look directly into the sunshine.
3. Insure there will be sufficient light for you to work at night.
« "Loose cannon” tempers

These are very hard to deal with. You best bet isto ask assistance from your supervisor. A team
working calmly toward a common goal will frequently defuse the situation.
« Improper transmission speed
1. Practice sending at the appropriate rate where the other party can copy. That means you
shouldn't ramble off the message text at high speed, but pace yourself to the same speed that
the other party is copying (about 15 WPM). That trand ates to about one word every four
seconds. As you speak, imagine that you're writing the word in your mind. After awhile,
you'll get the hang of talking 15 WPM. If you do thisright, you'll never get arequest to
repeat a section.
2. When asking for part or al of the message to be repeated, get into the habit of saying "Say
Again" instead of "Repeat”. Repeat is used in the military to fire another salvo of artillery.
Also, if you're using aVVOX or foot switch, there's a greater chance that the receiving party
will hear "again" instead of hearing afraction of the word "...peat".

« Improperly formatted messages

Please see the section on Message Handling for formatting information.
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Message Handling

2. Message handling
. Why standard formats

b. Examples
c. Abbreviations, Prowords, Prosigns

d. Don't speculate

Do not speculate on anything relating to an emergency! There may be hundreds of people
listening to what you say (Amateur Operators, Media AND Public - via scanners) and any
incorrect information could cause a panic.

If your served agency INSISTS on an estimate, you may provide that information, so long at
you make it - very - clear that it is an estimate. For example - "Estimated number of spare
shovels at fire base three istwelve" - would be acceptable. First choiceis NO speculation.

e. Pass messages exactly as written

Y our job as acommunicator isto passtraffic as quickly and accurately as possible.
Therefore you will NOT change any message as you handle it.

If you note an inaccurate word count in NTS traffic, you will maintain the original count and
note the corrected count received at your station.

f. Not all tactical messages will bein NTS format.

It isimportant that you understand that much of the tactical information being passed during
an event may not bein NTS format. It - will - have much of the same information, such as:

= Name, Agency and title of the originator
= Name, Agency and title of the recipient
= Date, Time and Priority of the message
= Body of the message

but may not bein NTS format.

Questions for this segment

http://home.earthlink.net/~wOip/EmCom/msghndl.htm (1 of 2) [2/28/2001 3:32:36 PM]


http://www.iex.net/ares/nts-1.htm
http://www.arrl.org/field/forms/fsd218.html#abbreviations

EmCom Message Handling

* Y ou can make a series of questions about a good piece of formal traffic from the outline above.

* What is the goal of emergency communications?
To exchange messages in atimely and accurate fashion.

* When we relay formal messages, which of theseistrue:

a) We do not change the content of the message.

b) We use the minimal number of relay stations.

¢) We must include the signature (name and authority of the sender)
d) ALL OF THE ABOVE

* True or false: Amateurs are permitted to add other information to formal traffic.
* True or false: Wherever possible, use contractions such as "don't" instead of saying "do" "not".
* True or false: One should add comments and opinions to operations on the nets.

* True or false: A test of accurate listening isif the listener can repeat accurately the contents of a
message without adding or deleting content.
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ARRL Format Radiograms

3. ARRL Format radiograms
. Preamble

b. Message Text

c. Signature and why it's important

During an emergency the messages you handle can easily contain requests for very
expensive supplies that have avery limited "shelf life" (such as blood for an aid station) or
for services that will only respond to authorized requests (flight for life helicopters). As such
It isimperative that you insure the signature/authority isincluded in every message.

d. Modified message form for disasters
While NTS format messages can handle many different types of information flow, there will

often be requirements for formats that are unique to an individual emergency. Use the most
effective message format for the event you are working.

Work with your EC and served agency(ies) - before - the emergency to see what format will
best fulfill their needs.

e. Other NTS Information

http://home.earthlink.net/~wOipl/EmCom/arrlgram.htm [2/28/2001 3:32:37 PM]



EmCom - Safety

4. Personal Safety Considerations
. You

| think each of us has heard the saying something to the effect - watch out for number one,
or no one else will. Beit atraining exercise or an actual emergency your safety is up to you.
It isyour primary concern.

If at any time you are asked to handle an assignment that, for any reason, you are
uncomfortable with, declineit. If your concern is with safety, please let your group leader
know why you declined.

b. Your Team

Y our second priority is the safety of your team. There can easily be assignments such as
ATV where the person with the camerawill be very engrossed with insuring the pictureis
the best possible and may not notice unsafe conditions. Y ou as the second person there will
then need to be very careful about the safety of your team.

c. Your Mission

Y our mission becomes important only after your safety and the safety of your team. During
that mission if the safety of anyone becomes an issue, speak up and if necessary |leave.

The standing rulein firesisto always have two exits and should one of them become
unavailable, use the one you have - IMMEDIATELY . If necessary leave your equipment.
Equipment can be replaced, people can't.

d. Workmans Compensation Insurance

During the briefing for the event you are about to go out on there should be mention about
workmen's compensation insurance. If it is not mentioned, ask!

Not every served agency will be able provide you with workmen's compensation insurance.
If yours does not, feel free to decline the assignment if the lack of insurance bothers you. If

you are willing to participate without workmen's compensation insurance that's fine but you
must know in advance of going out, so you can make an informed decision.

Remember, an incident sceneis not about radios and being a Ham, it's about the incident
and YOU will either be part of the problem or part of the solution. Keep your eyes open and
do your best to anticipate unsafe conditions before they happen.
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Communication Modes

5. Modes of communication

b.

Voice (FM & SSB)
1. FM

= Can produce a high signal to noise ratio with asignal of moderate strength, and
is very useful for mobile communications.

= Requires wide bandwidth, and does not always propagate well. Typically
limited to 10 meters and VHF/UHF bands.

2. SSB isasupressed carrier Amplitude Modulated (AM) signal with one side band
removed.

= Thismodeis efficient as more information is packed into less bandwidth, uses
less power, and thus is more efficient. It is effected by ionization of the
atmosphere, producing signal propagation across long distances under the right
conditions. It is anoisy mode, though, with plenty of static and often alow
signal-to-noiseratio if the signal isweak.

= Therearetwo parts, Lower Side Band (LSB), and Upper Side Band (USB).
LSB istypically used below 9 Mhz.; USB is used above 9 Mhz. This
convention is widely practiced, and originates with the way SSB equipment
was first built and used in the 1950's. The exception to the "OMhz. rule" isHF
Packet that uses L SB above 9Mhz.

= Available on al bands, but is generally limited to HF, with some use on 2
meters for DX.

CW

Very basic communication mode, operating as a single tone turned on and off in dots and
dashes. A "dash" isthree times aslong as a"dot". Robust and simple; can be used under
almost any condition, and is known throughout the world. The equipment is simple.
Requires training and dedication for high speed traffic; 5 words per minute fairly ssmple to
learn, but retention is poor without consistant use. Higher speeds require more training.

Digital (Packet, RTTY, AMTOR, PACTOR, CLOVER-II, PSK31)

Digital modes require connecting a computer to aradio, and sending data by various
protocols. The connection can be direct, or by using an interface (known as aterminal node
controller, or TNC). Simple text is the common format for digital modes. This alows long
text files to be sent and received without speaking. For example, supply requests or lists
residents of a shelter can be sent without tying up a voice channel. The text can be sent by
typing directly to the computer, or uploading afile. Some TNC models have a mail box
capability for some modes, which allows messages to be left without both operators being
present.
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All protocols use binary code to send and receive data. Each protocol differsin the method
used to send/receive data. This determines the number of characters available, datarate
(baud), and the error recovery method. These are robust, but the data transfer rate can and
will be reduced considerably under bad band conditions. Error corrections means that the
stations confirm the text was received properly by "automated repeat request” (ARQ). If
conditions are bad, the stations can hang up, repeatedly re-sending parts of the traffic.
Multiple stations can receive one station under some conditions, but this requires that ARQ
not be used. A "broadcast” mode known as "Forward Error Correction” (FEC) reduces the
error rate by sending everything twice.

Using digital methods has a modest equipment requirement, but is not as simple as abasic
voice station. The training and expertise required is somewhat higher than a"talker”, but
below that of CW. Typically, adigital station requires a power supply, a computer or
terminal, aTNC, and aradio. Most digital protocols require 5 KHz of bandwidth.

Radio teletypeor RTTY (sometimes called BAUDOT). Thisisthe origina digital protocol
(although some would argue that CW is digital), developed before World War 1l. It isvery
common, quite ssimple, good at beating bad band conditions, and is a popular contesting
protocol. RTTY has alimited range of text characters (mostly capitals and numbers), and
has no error correcting methods, either ARQ or FEC. It is ssmple enough to slip through
most band noise. RTTY isstrictly for HF bands.

Amateur Teletype Over Radio (AMTOR). Thisis an enhanced version of RTTY, with ARQ
and FEC. It hasasmall character list (dightly larger than RTTY), and is quite robust.
AMTOR isgtrictly for HF bands.

Packet is based on the original INTERNET protocol, and is also known as AX.25. All text
characters found on akeyboard (excluding ALT and CTRL keys) can be sent by packet. It is
designed for ARQ contacts, but can broadcast in "CQ" mode. Packet can be used on HF and
VHF, but is more suitable at VHF (higher baud rate, 1200 or 9600). Higher frequencies
produce higher rates (up to 56 kilo-baud). Packet is designed for computer interface, and can
be networked (see below).

Packet Teletype Over Radio (PACTOR). Thisisacombination of packet and AMTOR. It is
designed for HF use only, and has the best features of both, include FEC, ARQ, and handles
a standard keyboard. PACTOR is quite robust (more so than AMTOR and RTTY), but can
be slowed by bad band conditions.

CLOVER-II isadigital communications system designed specifically for the HF bands
which delivers error free text and computer files between two linked stations in the ARQ
(Automatic Repeat Query) mode. Binary files are automatically compressed before being
transmitted. CLOVER-II utilizes an adaptive protocol which automatically selects a data
rate, one of multiple phase/amplitude modulation techniques available, which is optimized
for the quality of the RF path as well as error correction coding which permits correction of
limited data errors without the necessity of repetition. The maximum data rate available is
69.6 bytes/sec. An FEC (Forward Error Correction) mode is also available for broadcasts to
multiple stations although error control cannot include repeats of lost datain this mode.
Employing only 500 Hz bandwidth, it has been approved by the FCC for unattended
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operation on some limited sub bands.

Phase Shift Keying 31 baud (PSK31) is anew mode, and has alot of promise. In terms of
protocol and operation, PSK31 issimilar to RTTY. However, al of the above digital modes
use "audio frequency shift keying" (AFSK). Phase shift keying defeats much of the band
noise, is very robust, and uses very little bandwidth. QRP signals have been sent long
distances. However, the mode is very new, and is not common.

An interesting thing about digital modesis the speed. Only on certain bands with the right
equipment will data speed will ever exceed 1200 baud. On HF bands, the rate istypically
300 baud or less; often less, especially on RTTY. Packet on 2 meter is normally 1200 baud.
Compare that with INTERNET speeds of 56 kilo-baud or more! The advantage is that the
connection is simple, and does not rely on an elaborate infrastructure (e.g., phone systems).
Further, the average person cannot type at a speed where the computer/TNC is not waiting
on the person, most of the time. Thus the baud rate is not an issue.

Typically, any terminal software on a computer can be used to access a TNC and operate a
digital mode. There are custom software packages for any given TNC, but they are often not
necessary. Some digital modes (e.g., PSK31) use sound cards exclusively. Other modes can
be emulated on a computer, without having a TNC.

d. Networks
1. APRS

A global positioning system connected to aradio. A packet burst is sent with a
message containing the location (latitude and longitude), call sign, and a text
message. The radio can be set to transmit at regular intervals, or keyed to avoice
QSO (i.e., sent at after amike is unkeyed). The packet burst is received by stations
operating on the same frequency, or may be relayed from a voice repeater to the
APRS frequency of 14#.#t.

Receiving stations translate the packet burst into alocation on a map. Special
programs display the location, call, and text message of the sender. A nationwide
APRS net relays those signals by HF radio and INTERNET relay.

APRS isamobile mode (e.g., inacar). A typical set up isbulky, and is not portable.
The principal value is following the location of a person (i.e., atracer) without any
Voice transmissions.

e. Visua (ATV)
f. Family Radio Service

One other mode that can be invaluable is Family Radio Service. FRS radios can be loaned to
anyone that needs short range (typically less than one half mile) communication. With the
fourteen channels and a cost of less than $50 each they can be very usefull for workers that
need short range temporary communication during an event.
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ATV

12. ATV

Disclaimer

This document is designed to provide the ARES operator with enough information to be able to
function adequately as an emergency communicator. It is not intended to provide a technical
foundation for this portion of the Amateur Radio hobby.

What is ATV ?

Fast-scan TV (FSTV), aso referred to as amateur television (ATV), uses atransmission format
fully compatible with video equipment designed for the home consumer market. Thevideo is
amplitude modulated and the audio is frequency modulated. Simply stated, the ATV picture
display has full motion with ssimultaneous sound, can bein full color and has excellent detail.

Because the signals occupy several megahertz of bandwidth, the FCC does not permit ATV on
bands below 420 Mhz. with most activity being between 420 and 440 Mhz.

How does it work ?

ATV will normally use a high quality video camerathat is capable of recording the image and
passing the image to a transmitter at the same time. The transmitter (usually operating on cable
channels 58 or 60) then broadcasts the signal for reception.

Pitfalls ?

When our served agencies have seen full color live action pictures during forest fires they have
been very excited at having command officers being able to see what is happening rather than
relying on someones verbal description. Accurate command decisions are much easier to make
with that type of information.

The problem comes when a served agency asksusto use ATV for surveillance or for evidence
gathering. Both of these activities are outside the realm of Amateur Radio. However, if the
primary use of our pictures are for public safety, then evidence that may be gathered as a
byproduct is acceptable.
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Policy

Thefollowing isthe list of suggested policiesfor ATV.

1. Therolefor ATV isto document an event and present it to the public safety officials at the
incident command post.

2. ATV crews are expected to take alow key, passive, observer role. ATV crews are expressly
forbidden from staging pictures or inciting a crowd to act up for the camera.

3. ATV crews must keep safety foremost in their minds. ATV lendsitself to exposing its crews
to dangerous situations such asfires, floods and riots. Therefore added attention to safety is
essential.

4. ATV crews shall operate with two people. One person will do the photography and the
second person isto watch for possible hazards, handle voice communication and provide for
the safety of both operators.

5. Thetime and date shall be displayed continuously for the recording tape and the benefit of
public service officials.

Techniques

The following will help you to provide good quality ATV pictures for your served agencies.

1. Hold the camera steady.
Use atripod or brace yourself against something solid.

2. Use wide-angle shots when "panning"”.
This alows those watching to identify objects rather than just seeing a blur.

3. Pan slowly.
Momentarily cover the lense with your hand if you must pan quickly.

4. Use wide-angle when walking with the camera.
Use telephoto only with atripod and then only if explicitly instructed to.

6. Remember you are operating with alive microphone and ever ything you say is being
recorded!

o
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Security

Security Considerations

. Who isthe messageintended for

The message is for the intended recipient and the communication should remain private. When
handling the message, you should not reveal the existence or contents of the message, even after
the operation. L et the receiving agency determine if they want to acknowledge the message, and
let their Public Information Officer (PIO) inform the media of the content.

B. Whoislistening?

Y ou do not know who is listening. It could be the genera public. It could be the media. During a
hectic operation, it isunlikely they could monitor and track the full range of messages in transit.
Since they are willing to pick up on one message out of context and expand on it, rather than
having the benefit of all the information at the Emergency Operating Centers, distortions and
misrepresentations could result by third parties.

Therefore, do not speculate, and stick to passing messages originated and signed (authorized) by a
responsible sender. Log all messages, including the date/time of origin in case thereis aneed to
verify the origin and timing of the message.

C. What you don't say

To the extent possible, do not pass along codes or account numbers over the air that are considered
unlisted or private. Examples are unlisted phone numbers, credit card numbers, control codes for
repeaters. If such codes or numbers are needed to fulfill an action, see if the message can be routed
without the codes to athird person who has both the codes and regular (telephone) communication
that can act on behalf of the affected party to complete the action. (i.e., send the message to a
relative who aso has the unlisted telephone numbers to complete the calls.)

If the situation becomes tense, especially due to priorities vying for limited availability, be careful
of the language passed on the air.

D. Be sensitive during times when fatalities may occur. If the operation involves the possibility of
finding the remains of dead people, and there is alikelihood of that relatives are listening at the
receiving end or on scanners, do not refer to the need for additional resource people as"Need help.
Send over more bodies." Use headphones when operating to avoid having others nearby casually
listen in. Y ou may wish to call for a"supervisor" to come over and communicate the information

direct to him/her rather than over the air. Questions

o Trueor false: You should not reveal the existance or contents of a
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message, even after the incident has been completed.

o Trueor false: You do not know who is listening to an amateur radio
transmission.

o Trueor false: To the extent possible, you should not pass along private
information, such as account information, unlisted phone numbers and
repeater control codes on the air.

o True or false: You should be sensitive to your comments during times
when fatalities or severe casualties may have occurred.
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Operator Stress

Emergency communications is avery challenging assignment. There's alot of need being placed on
people in ashort amount of time. For this reason, stress can build upon the operators. As these demands
wear down the individual's capacity for tolerance, flexibility and creativity, the person shows signs of
stress. People show it as varying levels of irritability and emotional outbursts, which affects the ability to
work well with others.

The best time to deal with stressis before it presentsitself. Learn coping mechanisms befor e responding
to an event.

Some of those mechanisms are:
1. Focus on teamwork, strategy and results, rather than on worry and concern.
2. Learn tolerance and patience during times of heightened demand and activity.

3. Understand that we are human and there are limits to our performance, both individually and
corporately.

4. Learning the impact that diet, beverages and exercise can have on relieving stress and increase the
capacity for dealing with it.

5. Learn to get rest and take breaks as necessary for you. What works for someone else may not work
for you.

Y ou may be exposed to experiences that are unique and unpleasant. A healthy person is able to withstand
the emotional experience of high stress well enough until the impact of the immediate need passes, then
begin processing the experience to accept the situation rather than reacting to it. Members of the team
should learn to work with the stress rather than reacting to it.

Active Listening Skills

There are anumber of simple, practical skillsthat can be used in any interpersonal situation. One of the
most valuable is"Active Listening". With active listening, you will be able to increase your listening
ability as you gain the confidence of the other person. By building effective listening skills you can
prevent situations from escalating that might otherwise be a problem.

One of the barriers to effective communication is leaving the other person with the feeling that you did
not correctly understand his/her situation and message. There are a number of ways this can
unintentionally happen:

« The person'srate of talking is quick, and you speak slowly, or vice versa.
« The person's tone of voice does not match yours.

« The personistrying to explain a point, you have not acknowledged it, and you try to explain
another point.

http://home.earthlink.net/~wOipl/EmCom/opstr.htm (1 of 4) [2/28/2001 3:32:39 PM]



ARRL EmCom Operator Stress

Active listening skills can be used to break through or eliminate a stalemate. It is composed of
1. Giving the other person your full, undivided attention.
2. Listening carefully to what the person is saying.
3. Repeat back and paraphrase what you think you heard him/her say. This insures you understood.
4. Y ou can acknowledge the person's feelings with phrases such as:
o "It must have been frustrating to have been there."
o "The heat must have been exhausting."
o "Let meseeif | understand what you said"
0 "Soyou're saying that you understand ......

If the person believes you understand his/her feelings and the message, they will be more comfortable
with the situation.

Pace then Lead

If you're successful in establishing good rapport and you wish to direct a conversation constructively, you
can use the "Pace, then Lead" method to guide discussions to productive outcomes. The concept isto
"come along side" the other person, establish arapport and when the understanding is solid, begin to lead
the person in discussion towards the more productive outcome.

First, establish a good bridge using the Active Listening method described above. This enables you to
"come along side" the other person.

Next, establish a solid rapport by understanding the point (or points) that the other person isrelating. The
other person may also be venting, so just keep listening and allowing the person to vent away the
frustration and emotion.

When the emotional content has been diffused, slowly introduce the topic you wish to discuss. Begin
slowly, and have the other person become open to other observations or ideas. One of the better waysis
relating using the "Fedl, Felt, Found" method. Y ou can use it to overcome objections to a given situation.
The conversational sequenceis:
« | know othersfeel that ...... (tell the other person you understand how they feel and what's on their
mind)
« I'msureothersalso feel that ..... (show that other people felt that way too. This helps the other
person understand they are not alone.)

« They looked into it and found that ...... (it gives you a chance to relate what others found, and how
it changed their minds).

The "fedl, felt, found" technique establishes a common starting point, rooted in an emotion-based belief
about the topic. It then introduces the concept of a search and gives you an opportunity to relate the
outcome of that search effort. The other person can still question the validity of the outcome, but at least
you had a non threatening way to present the observation or idea.

A suggested text for additional learning is"How To Dea With Difficult People" by authors Dr. Rick
Brinkman and Dr. Rick Kirschner.
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Before the Incident

Anticipate oncoming stress and mitigate the results. This process includes:
« Inform your communicators that tensions will build but don't take anything personally.

« Téell people up-front that we're all in this together, and to remind everyone of the objective. (Since
the objective changes from event to event, there is no one single answer.)

« Establish teamwork, cooperation, and remind everyone that working together will achieve the best
results. We have to make do with what we have.

« Insure they know who is leading the effort and who is leading their team.
« Anticipate food, water and sanitation needs.
« Activate and bring in stress management personnel.

If the operator is assigned to alocation that is out of touch, the operator's family may be increasingly
concerned Make an effort to get a message to your operstors family letting them know where the
operator islocated, that he/she is doing fine, the value that the person is contributing to the effort and
when the assignment may be completed. This consideration shown to the family will make it easier for
the operator to participate during the next event.

When you live in a disaster area

Living in aneighborhood that isin adisaster area, can be emotionally devastating. One needs to go
through a period of grieving, and atime of healing before becoming productive. As such, send in relief
workers and communicators to unburden those affected by the disaster.

To help with the grieving process, allow the affected person to express emotion and memories while
being an active listener.

Dealing with stress as an emergency responder

There are times being first on the scene of an emergency that one is exposed to experiences that can be
overwhelming. At such times, be prepared to relieve the operator and allow him/her to meet with stress
management and post-trauma personnel as soon as those people are available.

Coping withinjuries near you

When ever possible, stay away from the emergency scene. Remember, you are there to communicate.
Not to handle emergency response activities.

If you are forced to be in the immediate area with injuries, be sure to be in frequent contact with your
team leader. This interaction with someone that you know and can express your feelings with will help
you maintain perspective in the situation. If you still find that the situation is too intense, call NCS and
ask for relief from your operating position.

If NCSisunableto relieve you of your operating responsibilities AND you feel the situation istoo
intense, check out of the net and go home. Y our health and well being are as important as anyone el ses.
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When not to say anything

Please see "Who talks with the Media (press)" for information on what you can say to the media or
public about the emergency.

When a person is overcome with emotion, the best thing to do may be to let the person process the
emotions and not say anything to disrupt them. Depending on the person's needs, they may want
company during the time of difficulty and assurance that they won't have to face the difficulty alone.

To help with the grieving and coping process, alow the affected person to express emotion and
memories while being an active listener.

When possible, contact arelative or friend to take over the task of maintaining emotional contact.
Debriefing
Assign someone to check on the operators as they check-out before they leave an assignment. This gives

your team an opportunity to receive any field reports from the operator, to assess the operator's condition
prior to releasing them to return home and to thank them for their help.

Questions

« Trueor false: The operator's stress condition should be assessed before the operator is released.
o Trueor false: Activelistening skills are an important tool to aid another in managing their stress

« Trueor false: "Pace, then lead" skillsisatool can be used to guide another person to discover a
successful outcome.
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Served Agency Communication Systems

C. Served-Agency Communication Systems

1.

Overview of Served Agency Systems

Each served agency will have its own - unique - communication system. It isin the best
interests of both served agency(ies) and ARES/RACES group to discuss and understand
what your local served agency uses. While you discuss the communications they use, ask
what - if any - requirements they may have for Amateur Radio operators to operate the
served agency system and what unique knowledge these operators will need.

Trunked Systems

Trunked systems use computer control to switch any given conversation from frequency to
frequency (within a set limit). This has the advantage of seeming to be the only
communication going on at that time (no doubles).

Thisis accomplished by having a computer controller move the conversation from
frequency to frequency in accordance with a pre-established algorithm.

Amateur Radio does not currently use this type of system.
Subaudable Tones

Subaudable tones (A.K.A. Private Line - PL) are used to minimize interference caused by
intermodulation. It requires the transmitting station to have a specific tone (in the range of
67 to 250.3 Hz) with adeviation (on FM) of approximately 750 Hz.

The receiver hearing this tone opens the squelch to allow communication.
Telephone Systems

Telephone systems in use by Public Service agencies vary greatly. Please contact your local
agency to determine their unique requirements.

Satellite Systems

Satellite systems in use by Public Service agencies vary greatly. Please contact your local
agency to determine their unique requirements.
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Nets

3. Nets, what they are and how they work
CONTROLLED NET:

A means of insuring orderly use of limited frequency resources to conduct communications
for a scheduled event or during an emergency.

NET CONTROL STATION:
The person charged with control of information flow on the frequency used by a controlled

net.

Please take a moment to study the NCS definition. During an emergency the NCS does NOT
control the event! NCSis there ssmply to control infor mation flow. The Incident Command
System (ICS) provides a coordinated system of command, communications, organization and
accountability in managing emergency events.

. Net Types

1.

Open (Informal) Nets

During an open net most any type of traffic or communication is permitted.
Conversations (rag-chews) are permitted provided they break every so often to allow
incident related traffic to flow.

Directed Nets

A Directed Net is created when there are alarge number of stations needing to use the
frequency or the volume of traffic cannot be dealt with on afirst-come first-served
basis. The NCS will determine who uses the frequency and what traffic will be passed
first.

Tactical

Tactical nets are the primary coordination nets for the event. They will be a directed
net, using tactical calls, restricted to traffic for the event ONLY .
NCS has absolute control over this net.

Resource

The resource net is to acquire volunteers for the event and make work assignments for
the event. They will be a directed net using FCC issued calls, normally restricted to
traffic pertaining to the event. All traffic goes through the NCS.

Traffic
Traffic nets are for the passing of formal, normally written, traffic. They are directed

nets, using FCC issued calls. Traffic may be passed on the net frequency or sent off to
another frequency at the option of the NCS. Casual conversations may be allowed at
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NCS discretion.

. ICS Nets

During an emergency alarge percentage of our served agencies use the Incident
Command System as a model for their operations. When this system is used by your
served agency you will need to understand what term in | CS corresponds to what term
in ARES/IRACES.

ARES/ RACES | CS Nane
Tacti cal OPERATI ONS
Resour ce LOGE STI CS

Please understand that the name you use for any given net IS alocal option. The same
holds true for tactical identifiers. Use the name for your nets and locations that
convey the most information to the largest number of people at your event.
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Net Participant Guide

1. Net Participant Guidelines
1. Net protocols.

. Lega

Legal requirements within nets are those of identification and operation on
frequencies within the Amateur Radio Bands. The FCC tell us that you MUST
identify at ten minute intervals during a conversation and in your last
transmission. During periods of heavy activity in event netsit is easy to forget
when you last identified.

The easiest way to insure you comply with FCC identification requirements
during an event net is to identify with your FCC issued call as you complete an
exchange. This servestwo functions. 1) Tells NCS you consider the exchange
to be complete without having to use extra words (savestime) 2) Fulfills all
FCC identification requirements.

Customary

Customary protocols will normally be used in long standing, non emergency
nets. They may include such practices as identifying with the FCC call of both
stations on each transmission, giving the FCC call of the next person to talk or
many other variations.

Please listen to the net before joining. Customary protocols will easily stand
out.

Tactical Cals - when and how to use them

Tactical callsare used to identify alocation during an event regardless of who
Is operating. Thisis an important concept. The tactical call allowsyou to
contact a location without knowing the FCC call of the operator there. It also
virtually eliminates confusion at shift changes and when a person takes a break
from operating. Think about that. Do you answer a call from the sound of a
persons voice or from the identified location. Obviously from the identified
location.

Tactical calls should be used for all Emergency nets once there are more than
three participants and most public service netsif there is more than minimal
traffic.

Net control will assign the tactical call as each location is opened. It will
normally be some unique identifier that indicates which location or function
thisis. Some examples are:
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NET - for net control

FIRE-BASE-1 - for thefirst fire base established or the firebasein a
particular region

CHECK-POINT-1 - for the first check point in a public service event
CP - for the event command post

AID-3 - for the third aid station on aroute

efc.

Proper use of tactical calls can best be explained by example.

Initiating a call

If you were at aid station three during a directed net and wanted to
contact Net Control you would say "NET, AID3" or, in crisper nets,
simply "AID3". If you had emergency traffic you would say "AlID3,
emergency traffic" or for priority traffic "AlD3, priority traffic".

Notice how you have conveyed all information necessary without using
any unnecessary words or taking any unnecessary time.

If you had traffic for another location, such as check point five, you
would say "AIDS3, traffic for CHECK POINT 5". ThistellsNCS
everything needed to handle the traffic. NCS will then call check point 5
with "CHECK POINT 5, call AID3 for traffic", if thereis no other traffic
holding.

Notice that there have been no FCC issued calls used. At this point none
are necessary.

Traffic during a call

Tactical callswill normally not be used in the contact unless a separate
location is mentioned in the message.

Completing acall

To complete the call from AID3, after the message/traffic is complete

you would say "(your call), AID3". This fulfills your identification
requirements and tells NCS that you believe the call to be complete.

The above is the same for all participants under virtually al traffic
examples.

d. Participating in a net
= Enjoy yourself - Amateur Radio public serviceis fun!
= Prepare your self. Are your batteries charged? Are you on your best

antennafor the frequency/repeater you will be on? Do you have pencil
paper and other items you think you will need?

= Listen. If you are there at the start of anet or join onein progress,
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LISTEN for several minutes before you check in. NCS will
announce/ask-for what they want.

Follow NCS Instructions. NCS will ask for specific
peopl e/ categories-of -people as they are needed. Follow instructions.

Do not editorialize. "Thisis Phred in the North East portion of the county
at 9300 feet whereit is snowing, but it was sunny five minutes ago when
| came in from feeding the birds, geese and hamsters, but its cold right
now and it looks like it could rain in the next day or so - just checking

in" is unnecessary AND unwanted. Thisties up the net and does nothing
to add usable information. Check in with your CALL. Add name and
other information as requested by NCS.

Plan your transmission. If you have more information than just your
Name/Call then jot it down. Y ou can, if necessary, just read your note.
**** This promotes clear concise communication.

Check in ONLY if you are going to be part of the net. Do NOT check in
as"in & out" or "for the count". You arejoining the net or you should
only listen.

Checking in with "Thisis" then a pause or unkey followed by the call
may work on afew nets, but causes delays and potential problems on
most. (Local net option)

Unless your transmission is longer than ten minutes, you need only
identify at the end of the transmission/exchange of information.

Let NCS know when you leave or if you need to leave early. Do not go
into details of why you need to leave.

During an event, if the authorities ask you to move; do so immediately
and without comment, then notify the NCS of your change in status as
S0ON as you can.

If an on-scene authority requests that you shut your radio off, or that you
not transmit, do what they ask immediately and without question.
Thisis one circumstance where you do not notify the NCS of achangein
your status. This deserves a little explaination. This would normally
occur only if thereis apresence of explosives or explosive chemicals or
vapors, and there is the possibility that a spark producing electronic
device is present which might be triggered by an RF Signal.

Be patient with the NCS. An NCS operator is under high stress. His
guestions and requests should be clear and crisp; but as he/she beginsto
tire, there may be atendency to become rather terse. Typically, thereisa
whole lot going on at an NCS that the field operators never know about.

Hams are patriotic, independent people and they are volunteers. The
attitude among afew hamsisthat 'Volunteers don't have to take orders.’
That's absolutely correct. We don't have to take orders. But if you are not
ready to follow instructions, you may want to do something outside of
ARE.S/RACE.S
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e. Leaving anet

Y ou will leave anet for one of three reasons:
1. Thelocationisclosing

If NCS has given you directions to close the location, simply identify
with your FCC issued call, the location tactical call and the word
"CLOSED". The NCSwill tell you if anything else is needed.

If you are closing the location on orders of the served agency, you will
identify with your FCC issued call, location tactical call and the phrase
"location CLOSED per (name of person - served agency identification)".

. You need abreak and there is no relief operator

Tell NCSthat "I will be away from the radio for (number of minutes)"
and end with "Tactical id, (your call)".

. You have turned the location over to another operator

Y ou will normally not need to tell NCS that you are leaving. However if
there are specific instructions from NCS then follow those instructions.

f. Don't over identify

Thereis normally nothing that will expend more time, needlessly, than over
identification. Someone that uses their FCC issued call in every transmission is
usually a person that is unsure of themselves or, worse yet, someone that is
more interested in having their call known to everyone at the event. In the latter
situation, help them find work elsewhere.

The FCC tells us that you need only identify at ten minute intervals during a
conversation (NOT during a net unless you talk for more than ten minutes) and
during your last transmission.

If you end each exchange with your call, that tells everyone that you are of the
opinion the exchange is complete and you fulfill all FCC requirements.

g. Writeit down

The easiest way to minimize what you say during anet isto write down
everything before you key the microphone. Since very few of uslike to write
lengthy notes, thiswill promote brevity.

An excellent place to keep thisinformation isin your location log. This serves
two purposes: 1) Y ou have a complete log of everything that came from your
location 2) It will become very brief.

2. Rolesin anet

= The NCSisin charge of the net while the net isin session. He/Sheis

responsible for controlling who uses the frequency and when they pass
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traffic. This needs to be balanced with the fact you will be dealing with
volunteers.

= Net Control shall have acommanding signal, i.e. clear, crisp signal with
good audio characteristics.

s NCS must keep track of which resources are on the net and who has
cleared the channel. NCSis also responsible for knowing what traffic
each person is capable of dealing with (sending HF traffic to a Tech. will
not work).

= In medium and large operations you need to have a backup NCS and a
person to log.

= Keep awritten record of the incident and all traffic passed. This does not
mean a copy of al formal traffic. Simply an overview of the message.

= Make ALL instructions clear and concise, using as few words as
possible.

» Usetactical call signs. If participants do not follow your lead, only
recognize those using tactical calls (obviously all bets are off if itis
emergency traffic).

= Different nets handle different traffic. Should someone try to pass traffic
that should be on another net, refer them to the correct net.

b. NCS backup

There are two types of NCS backups. Thefirst islocated in the same room/area
asthe NCS and acts as relief for the NCS at regular intervals. The second type
is aperson that maintains a duplicate log of everything happening at the event
and is available should there be afailure at the primary NCS location.
Whenever there are enough people working an event, an offsite backup NCS
should be maintained. This person must be operating with the knowledge and
consent of the NCS station and should be known to the entire net.

c. Loggers

People to handle the keeping of an operational log for the event are avery
important to the smooth operation of the event. These people free the NCS
from having to split their time/effort down to alevel that is neither efficient nor
productive. Every net will be enhanced by a good logger.

d. Site communicators

Site communicators have the responsibility of listening to everything that
happens on the net and maintaining contact with the served agency people at
the site. They need to produce formal traffic as applicable, maintain alog of
activity at their location and be responsive to the needs of their served agency
people.

It will be far easier to handle all of the tasks at the location if there are at |east
two people there (this presumes an emergency situation).
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e.

General communicators
= Report to the NCS promptly as they become available.
= Ask clearance from NCS before using the frequency.
= Answer PROMPTLY when called by NCS.
Usetactical call signs.
Follow established net protocol.

. Listeners- LISTEN

The most helpful listener, during an emergency, is one that listens and stays
guiet! NCS does not care that you are there listening unless he asks for
assistance from listeners. Normally there will be enough people working the net
to handle anything NCS needs.

Liaison Stations

Liaison stations provide the communication link between two nets. They will
generaly be limited to two nets so they can maintain good communications
between the nets.

Liaison stations will need to have at least two radios, each with their own
antenna. These antennas must be separated sufficiently to NOT interfere with
the other radio when the operator transmits on either frequency.

Liaison stations will be appointed by NCS or the staffing officer, usually from
trained operators.
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CW Nets

Not all nets need to use voice to pass traffic. CW nets can be used to move traffic in an efficient manner
over conditions that are not favorable for voice networks. Examples are:

« Limited power at the transmitting location, requiring conservation of energy.

« Limited antenna capability, especially during a windstorm such as a hurricane or tornado, where it
IS not possible to deploy afull, directional antenna.

« Extreme interference dueto foreign broadcast, commercial paging or similar high-output
conditions.

« Does not require computer equipment or conditioned power to pass traffic.

« Poor propagation and high static, especialy on 40m and 80m, diminishing the use of voice for
efficient two-way communications.

During such times, CW can be an effective means of passing traffic.
Speed isn't everything

On-the-air speed is not an appropreate measure of effectiveness. The timely and accurate passing of
messages is. Since accuracy is very important, it may be prudent to slow down the sending speed to make
up for adverse conditions. The key isto send at a speed that the receiving station can pick up
comfortably, and with heavy interference and poor signals, 10 WPM may be appropriate.

Receiving/Trasnsmitting Techniques

1. If your radio supports a high stability crystal option, (otherwise known as an oven crystal, TCXO
or temperature compensated crystal oscillator), useit. It will keep frequency drift to a minimum.

2. Tune the receiver/BFO correctly so that you can zero beat with the NCS station and transmit on
the correct (same) frequency. If necessary, use your RIT (Receiver Incremental Tuning) to
compensate for receiver drift or frequency offsets.

3. Useyour passband and/or notch filters to work around adjacent interference.

4. 1If possible (assuming your right handed), learn to send CW with your left hand, use afoot switch
to transmit, and write with your right hand.

5. Bring one or two fluorescent desk lamps to provide proper illumination at your operating desk.

Filters

It paysto use a narrow CW filter to cut out the interference. Depending on the situation, audio filtering
may be sufficient. Under heavy RF interference, filtering in the I F section should be employed.
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One can buy DSP audio filters that processes out the noise being sent to the speaker or headphone. Some
modern radios use DSP audio processing which adequately removes background noise.

Older radios use a crystal element to narrow the IF skirt for receiving CW signals. Others use DSP
processing in the IF stage, which further improves the rejection of nearby RF products.

Procedure Signals (Prosigns) for Morse Code

BK Invite receiving station to transmit (break)
CL Going off theair (clear)
CQ Caling any station

K Go, invite any station to transmit
RR All received OK
AA All after

AB All before
AR Over, end of message
AS Please stand by

BT Break Text; Separation (break) between address and text
KN X" Go only, invite a specific station X' to transmit
SK End of contact

WA Word after
WB Word before

Abbreviations

ADEE Addressee (name of person to whom message addressed)
ARL (Used with "check", indicates use of ARRL numbered message in text.)
SI G Signed; signature (last part of message)

Use abbreviations and prosigns properly to format a ARRL Radiogram message into its component
pieces.

Use abbreviations and prosigns consistently. Don't send "R", then ask for "AA" or "AB".

Questions

o Trueor false: CW nets may be important on 40 and 80 metersif the noise
levels become too high.

o Trueor false: A high stability crystal oscillator is desirable for CW nets.
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o Trueor false: Filters can substantially improve operating abilities on a CW
net.
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Digital Nets

E. Digital Nets
1. HF digital isNOT plug & play
. Receiver stability, bandwidth, dynamic range and operator skill
b. Interfacing requires special care - RF/audio lines.

c. Each mode requires operator understanding of TNC commands and how to
monitor/operate point to point or with a BBS and accepted conventions on how to
turn over the link.

d. HF net frequency specifications are unique
2. Like CW, skill in HF digital operation comes with practice.
3. Controlling adigital net is more daunting than a voice net.

. Typing skills

b. Know essential commands

c. Use ARRL QN signals
4. Higher data thruput
L ess prone to scanner-listeners
6. Many new operators

ol
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Voice Nets

F. Voice Nets

1. SSB Nets

SSB Nets are found mostly on the HF bands and are designed to meet the needs of particular
groups of amateur operators. Nets can be found for most everyone's operating habits,
including emergency communications. Because of the nature of HF, these nets can be
international, national or regional in coverage. Band selection and propagation will usually
dictate the net coverage, and many nets are placed to take advantage of particular band
conditions. In addition to the HF SSB nets, there are many regional and local SSB nets on
VHF that exist throughout the country that can be put to emergency useif the need arises. A
good reference to the many nets in current operation, including regular emergency nets,
existsin the ARRL's Net Directory.

. Standard Frequency

€.

Net Control Stations and rotation

Emergency nets need net control stations, usually abbreviated NCS. Most major
emergency nets keep arotation list of net control operators. It is the responsibility of
these net control operators to make sure that the nets run smoothly and efficiently.
They CONTROL the net. Y ou should follow the net control's lead in understanding
how a particular net is operated by LISTENING first. It isimportant for a net control
station to designate an alternate NCS during the operation of any nets, because of the
potential of the loss of a NCS station due to equipment failure or other problem.

Traffic for the net

The goal of al netsisto transfer information (which we call traffic). Important things
to remember here are that each net hasits own priority for differing kinds of traffic.
The normal priority is Emergency, Priority, Routine and Health and Welfare traffic,
in that order. Some nets will not take Health and Welfare traffic, preferring to send
amateurs with such traffic to other nets specifically set up for that traffic. ALL nets
should take priority and emergency traffic if there is not a better net available to
handle such traffic. If you have any traffic, when you check in, make sure you state
thisinformation to the NCS.

Regular participation
Regular participation in emergency netsis the best way of staying current and
understanding the operations of a particular network. In addition, it makes sure your

eguipment is operating properly and helps you to understand your station's
propagation coverage in a particular net.

Checkins/checkouts

http://home.earthlink.net/~wOipl/EmCom/voi-nets.htm (1 of 3) [2/28/2001 3:32:41 PM]



EmCom - Voice Nets

All nets have particular procedures for checking into the net. LISTEN to the net
preamble to learn about the proper way to check in to that net. Otherwise, you can
announce your call during a pause in communications (not during traffic or if
instructed to stand by) and, if acknowledged by NCS, go ahead and check in.

. Relays

SSB netsand FM Simplex nets will require relays if there are weak stations trying to
check in with traffic. Many nets have established policies in dealing with relays,
sometimes alternating NCS to widen the net's reception due to propagation. (Note:
Nets on FM Repeaters will require relays if someone istrying to get into the repeater
and cannot maintain afull quieting signal. A station closer to that unreadable station
can sometimes relay the request by listening to the unreadabl e station's transmission
directly on the repeater input frequency and relaying the request to the net on the
repeater.)

2. FM Simplex

. Regularly scheduled nets

Nets held on FM Simplex frequencies are usually called into effect as backups when
normal FM repeater communications are disrupted or to handle local traffic. These
nets hold special challengesfor all concerned, and are closer to SSB nets in function
than they are to FM Repeater nets. For that reason, experience in operating on HF
SSB nets will hold the operator in good stead during a simplex net.

L ocation location location

The first fundamental of efficient smplex operation is Location. If you are mobile,
move your antenna until you can receive a good signal and use enough power to be
able to communicate with the NCS. Some stations will relocate to a high point to
conduct a simplex net to improve their coverage.

. Net Control challenged

As part of the challenges facing Simplex operations, the NCS must learn to use relay
stations properly to pass traffic. Since not all stations can hear each other on most
simplex nets, there is a need to establish those stations with the best reception
coverage asrelay points. If you try to check in to such anet and NCS does not
acknowledge you, ask for arelay.

Practice regularly to develop skills

A regularly scheduled Simplex net can get everyone up to speed on the problems
facing simplex operations and can stimulate those involved to steadily improve their
stations and operating skills to the point that simplex becomes a well established
alternative to emergency communications should the local repeater system fail.

. Haveaplan

It isimportant that there should be aloca emergency plan and that all of the local
amateurs know what that plan is. Knowing what frequency to turn to in the event of
an emergency isthe best way to insure that there are enough operators available to
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assist in an emergency situation. Having backups to these established frequenciesis
also an important need that should be in the plan. These backups should include both
FM repeater and simplex frequencies. Reference to local section HF nets should also
be mentioned for those with HF capabilities. Find out what the local plan hasinit. If
there's not one, get with your local EC (or your local club if thereisno EC in your
area) and help make one.

. Simplex repeaters

There has started to be increasing use of simplex repeaters for use in an emergencies.
These are simply radios that listen to a particular ssmplex frequency and record what
Is being sent, and when the carrier drops, they will repeat that same information on
the same frequency, but usually from alocation with wide coverage and higher power
than the sending station. These provide a special challenge and different operating
skills for those who use such repeaters. While coverage is definitely increased for a
simplex net using a simplex repeater stationed at a high point, the drawback is that
there is atime delay while the messages are being ‘repeated’ literally, doubling the
communications time for any message. If timeis of the essence and a
communications path is available, it would be better to conduct emergency traffic
directly if possible. A move to a different frequency would probably be the best route
to conduct such traffic if asimplex repeater isin place. Simplex repeaters definitely
have their place, especially in areas where there are coverage problems.

3. Repeaters

Repeater Etiquette

= Leaveat least 1-2 second breaks between transmissions. This allows other
stations to break into a conversation should there be an emergency.

= Some repeaters have courtesy beeps. These signify that the time out timer is
about to reset.

= Autopatch: Most are closed - that is the autopatch is for club members only.
For all autopatches you need to think of the following

1. Keep callsshort and to the point.
2. Inform the person on the phone line that this call can be heard by others.
3. Remind the person on the phone line that there isto be no profanity.

4. Don't say anything to the person on the phone line that you would not
say loudly at the local shopping mall.

= Various repeaters have functions other-than or in-addition-to rag chewing.
L earn about the repeater you are about to use BEFORE you begin along rag
chew.

= Linked repeaters: In general, linked systems are not a good place to hold long
rag chews. You will not just tie up asingle frequency pair. Y ou may - in some
systems - have repeater pairsin as many as ten cities tied up. Be careful.

= "Q"signasarefor CW

Leave the 10 codes on "other" radio services.
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Basic Training

Why basic training is important

Education and training is what supplies the knowledge to help you build confidence in your ability to
execute the required steps in the shortest amount of time and with the minimum amount of wasted
motion. Hesitancy and indecisiveness will quickly tire you, as you are expending more mental energy
than required, and that would soon dull your senses. Thus you educate yourself and train before the skills
are needed. Education and training helps you function as part of ateam.

Emergency communicators are part of an adaptive team that can rely on and support one another. All
members must function as a cohesive unit. Individuals may possess great operating skills but will
perform inadequately if they cannot work as part of ateam.

What you need to do

Find an organization active in developing emergency communicators. Find an ARES, RACES or similar
program in your community. You may ask at your local amateur radio club meeting if you do not know
of any organization in your area.

1. Undergo an educational/training program.
Y ou may have to UNIlearn some things you thought you knew

There are many false concepts on emergency communications due to impressions that are not
based on actual field experience. Some of the most important emergency communications
operating principles differ significantly from traditional daily amateur radio practices. These
because emergency communications requires a network of message relay stations to be built from
scratch and operating within minutes or very few hours of an activation.

Building a communications network is not done routinely by amateur operators in the normal
course of enjoying the pasttime. It isimportant to seek out educational material that is based on
sound practices refined with actual field experience. Be open to learning new material, and the
rationale why it works.

Unlike individual amateur radio operators operating from a single station at home or in the mobile,
emergency communications involves radio operators forming teams and relaying messages using
both similar and dissimilar technigues simultaneously.K nowledgeable emergency communicators
know very well that it's not a case of choosing which method is the "single one-size-fits-all
method" for getting the job done but rather that it's amix of techniques, whichever is appropriate
for that particular message. These radio operators must work well and integrate with their host
emergency management agency. While the lower levels of the operations may resemble and
borrow from our personal experience as amateur radio technicians and operators, it requires
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personal growth to operate in a challenging an environment such as the one that materializes
during an emergency.
2. Emergency Management
o Learn about the Incident Command System.
0 Learn about emergency management agenciesin your area.

o Learn about how disaster declarations are escalated from the county mayor or local
official(s), to the state governer, to the nation's president -- paving the way for outside relief
and aid.

0 Learn about how requests for mutual aid are handled within your community during a
disaster.

o Find out about the notification/activation tree for emergency communicators and sign-up as
ateam member.

o It's highly recommended to take afirst aid course. It's knowledge you can use anytime,
anywhere.

3. Equip your self

0 Get aNOAA Weather Radio with digital SAME alert. Program it with the FIPS code for
your area.

o Put together a quick deployment bag with your spare radio equipment, antennas, coax,
clipboard, pens, IDs, etc. Place your checklist of last minute items (fresh batteries, water,
etc) into the bag as well.

o Put together a 72 hour pack, useful for both field deployment and emergency evacuation.
4. Learn about Emergency Communications Procedures

0 Practice checking into and out of nets. Practice operating in a net.

o Practice becoming Net Control.

0 Practice sending and receiving ARRL Radiogram messages.

o Practice participating in atactical network, such as a parade or marathon.
5. Learn about Emergency Communications Equipment

0 Learn and practice HF.

0 Learn and practice NVIS.

o Learn and practice VHF/UHF simplex practices.

0 Learn and practice Packet Radio.
6. Existing programsat thelocal level.

o Check with your local ARES official (SEC, DEC, EC, AEC, etc).

0 Check with your local amateur radio clubs.

o Check with your local agency - Civil Defense, American Red Cross, National Weather
Service, Salvation Army, etc.

0 Check with your local church, county or state-wide denomination.

QUESTIONS
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True or false. Emergency communicators should debate endlessly whether a particular techniqueis
vastly superior to another.

True or false. An important part of education and training is to reduce the mental energy wasted in
moments of hestitation during the real event.

True or false. It is not important to learn about the Incident Command System (ICS) and the ICS
teamsin your area.

True or false. A NOAA Weather Radio with digital SAME aert is recommended.

True or false. Y ou should put together a quick deployment bag and include a"last minute"
checklist.

When looking for programs at the existing level, one should check with:
. your local ARES officia (SEC, DEC, EC, AEC, etc).
b. Check with your local amateur radio clubs.

c. Check with your local agency - Civil Defense, American Red Cross, National Weather
Service, Salvation Army, etc.

d. Check with your local church, county or state-wide denomination.

True or False: Key operating principles for Emergency Communications often differ from daily
amateur radio operations.

True or False: One should learn and practice being an Net Control Station.
True or False: One should practice sending and recelving ARRL Radiogram messages.
True or false. One should learn about HF even if you have only a Technician Class license.

True or False. You should learn about NVIS operations even if you have only a Technician Class
license.

Trueor False. Y ou should learn about VHF/UHF simplex practices even if you use only repeaters
during your normal amateur activities.
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Practical Experience

Practical Experience

When you go out on areal emergency there are several things you need to understand. The first four
listed relate to expectations and attitude while the remainder deal with specific actions that your group
will need to handle.

1. Expect confusion. When we respond to afield assignment, our served agencies are getting their
response organized and are often being pulled in a number of directions. Expect that some people
won't know why you're there, what it is that you are supposed to do, and whom you're doing it for.

2. Beflexible. Because of the confusion, we must always remain flexible and convey to those we are
serving that we are here to help. Our AECs attempt to have location directions and contact names
for each field assignment before our ARES member goes mobile, but thisisn't always possible.
Sometimes our function is clearly defined and understood, other timesit isn't. Remaining flexible
reduces your stress level and proves to our served agencies that you are ateam player.

3. Know your audience. We contrast arriving to afield assignment as either Rambo or an attorney.
Neither is good, don't over dress, try to look the part that's required. Outfit yourself asis
appropriate for the situation. For example, don't arrive to assist the base camp of awildfire in short
pants and a tank top, you might be asked to leave because your clothing choices could put you in
danger. Stop for amoment, consider your assignment and who you will be assisting, and make
appropriate clothing and appearance choices. Don't arrive like you just crawled out from beneath a
rock, always look clean and well kept.

4. Be aware of your first impressions. Some of us are shy, some are outgoing. Some are demure,
others are outspoken. Know how others perceive you and adjust your character as needed for the
situation. If you are a shy and quite individual, know that you might have to be bold to find the
official or areayou have been assigned to assist. If you are typically loud and outspoken, look
around you, you might need to tone it down alittle. If you are assigned to a Police/Fire dispatch
center, loud talking and bold action are not going to be appreciated by the dispatchers who are
assisting citizens with emergency needs.

Simulations and how they help

One key to the success of emergency communications is the amount of education, training and
preparedness prior to the event. By learning, practicing and evaluating prior to the emergency, the
overal level of proficiency israised.

During activation and operation, the time to develop one's skills and knowledge is limited or
non-existent, yet thisis the time when having that knowledge and experience makes the most
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difference. Practicing emergency communications is best approached as ateam effort scheduled on
evenings or weekends and not while the actual emergency is happening.

There are a number of ways to develop knowledge and practice. The best way isto learn from the
experiences of other emergency communicators, taking the best practices and avoiding pitfalls that
can occur in any setting.

Skill is needed for handling simultaneous multiple activities that can arise during emergencies.
The very nature of responding to an emergency affords very little in the way of on-the-spot
education and training. Hence it is vital that the education, training and practice occur ahead of
time. Coping with equipment problems, people requesting attention and a response, listening for a
station with aweak and distorted signal, al the while trying to absorb the situation and direct a
team effort on and off the air are real-life situations that can occur. Fortunately, there are ways to
learn and practice in abroader setting that are enjoyable. Simulations, exercises and practice nets
are proven ways to bring together these elements in a non-threatening and fun environment,
developing the composure and skills, provide analysis and feedback and gain new confidence to
rise above any situation.

Amateur radio operators are always in search of new knowledge, equipment and operating
opportunities. The learning and training sessions leading up to the simulations and exercises are
excellent ways for specialists to introduce the rest of the team to new modes or techniques. There
are anumber of things you can arrange to try out and practice before the exercise, then test the
team's proficiency during the event. Try alternate frequency and communications modes, such as
simplex (non-repeater) operations, SSB where FM modes are prevalent, Near-Vertical Incident
Skywave (NVI1S) for local HF coverage, satellite for reliable long-haul coverage, packet and
digital modes for passing message text. See the section on Communications Technology for more
information.

Simulations offer a safe environment for being an NCS or liaison/relay station. Other operators are
trying out their skill and just asin practicing for team sports, an occasional procedural error or two
offers an avenue for review, learning and improvement. Practice removes the fear, uncertainty and
anxiety of doing something you have not done before. Just that calming effect you feel afterwards
with that sense of accomplishment is worth the experience. Y ou have attempted an operating skill
that few amateurs venture.

The National Traffic System is an excellent vehicle for practicing relaying large volumes of
messages in atimely and coordinated fashion. NTS stations practice originating, relaying and
delivering messages (collectively called traffic) quickly and efficiently. The skills honed with NTS
experience removes the hesitation and mishandling that can happen when faced with having to
pass traffic.

Public Service Events

Public service events are another setting where emergency communicators can practice teamwork
and refine their confidence. Many public service events involve operators supporting and
coordinating outdoor events such as parades or community fun runs communicating between each
other using handie talkies. These outdoor operators are typically supported by Net Control Stations
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and/or relay stations using portable/mobile stations. Public service events are excellent settings for
practicing and refining skills on passing informal traffic, juggling amongst multiple operating
frequencies, outfitting oneself with radio and persona equipment to comfortably operate in the
field for a sustained period -- al while enjoying and participating in acommunity event.

In summary, training activities and community service participation allow you to try new methods
for all communication activitiesin a non threatening environment with the added advantage of
having fun while you work at them.

Real Emergencies

Lessons Learned on Past Events

Debriefing sessions should be held after each operation to exchange lessons learned to be used for
future operations. Since each event typically features a new set of operators, the lessons learned
are frequently the same material being conveyed to a new audience. It isawise use of timeto learn
from the experience of others and work towards mitigating potential gaps and obstacles rather than
repeat their past mistakes.

Teamwork and Attitude

Asthe first segment in this course said, the attitude you bring with you will do more to determine
the success of your effort than anything else. Y ou must, therefore, bring an attitude of helpful
cooperation to every event you participate in. If that isa problem for you, then | suggest you try
something outside of ARES/RACES.

Move the Message Forward

The mission for emergency communicatorsis to use any available communication technique
available to forward the message to it's final destination. Whether it's via regular telephone, fax,
amateur radio, commercial and government radio, Citizens Band, Family Radio Service, bicycles,
the method isimmaterial. What countsis that the message got delivered in usable form to the
recipient in atimely and accurate fashion that the recipient could take action.

When you are handling traffic, be sure you do not become myopic with your effort. The classic
example is during a practice session in Packet, NCS should have one station pass a simulated
emergency message to one of the other packet stations (something like the time on your watch at
that instant). Y ou will be amazed at how many people will spend the time to format the message in
packet to send it rather than using the microphone to send a voice message that would be followed
up with a packet message.

Creating an Operating Environment
You will learn to create a new environment where none previously existed -- and chances are that

it won't happen seamlessly on its own. Recognize and accept this reality. Do not rely upon
someone else to do your own preparation and the time prepare personally for emergency and
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disaster situations is now while there istimeto think it through, purchase what you need with no
lines at the store, and assembl e things into kits and checklists. Y our single most important itemin
the field is fresh water (not beverages such as coffee or soda that will dehydrate you). Thereis
much written about the topic of personal emergency preparedness, so further discussion will be
deferred.

Don't worry and be distracted by the condition of someone else's equipment and operational
readiness. Since you're already at your site (or heading to your assignment or evacuation shelter),
focus on your situation first, then deal with other situations as conditions permit. The better you
prepare and the faster you arrive at your destination (without speeding), the faster you'll handle
your immediate situation.

While we would like to see everything go smoothly in an emergency, Murphy tell us that nothing
will. Do not wait for someone else to do your preparation. Y OU make it happen. YOU provide for
your education and results. YOU make it go right.

Here are afew hintsto help you during an emergency:
0 Remember you are emergency communicators, not emergency rescue personnel
0 Keep your Civil Defense RACES ID on you at all times.

o Do not impede the work of professional responders such asfire fighters, police and
emergency medical personnel.

o Stay out of the "hot zon€e" unlessinstructed. Y ou don't want to endanger yourself and add
yourself to the casualty list. Follow the directions of your lead operator or the chain of
command.

o You may be required to perform duties beyond just emergency communications. Remain
flexible to respond to the needs of the situation.

0 Test your techniques before an exercise or an event.

o If you want to experiment with a new technique or method, test it before you have a major
exercise or event. Y ou don't need more frustration or embarrassment, so why compound that
chance when the stakes are higher?

Operating Skills

Once you've learned the basics, gain as much on-the-air experience possible. Practice before the
event. Publicize and hold practice sessions. Plan for them.

One cannot anticipate al the possible problems that can come up in the field, or on-the-air during
such a spontaneous event. By engaging in on-the-air activities, you practice solving problems
spontaneously while continuing to communicate.

Don't be overly concerned with the problem solving during the exercise. What's important is that
you experience and learn to cope with fielding multiple, unexpected situations which will help you
in future activities. Problem solving will be developed simply by attempting to handle the message
traffic and situations.

Thereisavery good reason for training in advance. Y ou do not want to deploy into the field with
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any form of uncertainty or hesitation. Y ou want to work out your "butterfliesin your stomach"
ahead of time in acomfortable and safe environment, such as an afternoon or evening net or on
simplex with a couple of your buddies.

Practice being efficient with your time and the use of other people's time (like cutting out
excessive chatter and getting immediately to the point) -- because during an emergency, time on
the radio channel is of the essence.

Make your transmissions sound crisp and professional like the police and fire radio dispatchers
and the air traffic controllers. Do not use any more transmission time on the radio than absolutely
necessary.

Someone | Swaiting to use the channel. (That's why frequencies are busy and congested during an
emergency.) You don't like it when someone is hogging the channel when Y OU need it, so you
should be considerate and reciprocate similarly and keep your time on

Staging of Resources

Please see the section on Incident Command for afull overview of ICS.

A staging areais exactly what it sounds like. It is alocation where resources are staged and
managed prior to being sent into the field. Separate staging areas might be needed for many
reasons:
0 Lack of space at the base camp (becauseit is set up at the trail head parking lot, and is short
on space for heliports, parking, etc.).
o The mission might be geographically spread out over such agreat distance that it makes
more sense to marshal some people at a separate staging area.
0 The mission might use unique transportation systems that require their own specialized

staging area (marine support from a dock or harbor, air support from alanding strip,
snow-mobile support from an accesstrail not close to the base camp, etc.).

Characteristics of Staging Areas include:
0 Staging areas are managed by the Logistics Section.

0 Assetsthat are mobilized into the field from the Staging Area are controlled by the
Operations Section.

0 The staging area can be colocated with the ICS staff at Base Camp.

o If astaging areais not co-located with the ICD staff at Base Camp, a separate
communication system (cell phone, runner, two-way radio) must be set up between the ICS
staff and the staging area.

Shift rotation and Overwork

Radio operators are of value only when they show up at the operations site, and as aresult, it's very
easy to overwork the operators that respond if there are less than needed. Team leaders and
amateur operators as awhole must recognize this and anticipate bringing in fresh operators to
relieve those on shift.
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While most of us are accustomed to working in an office or similar environment for eight hour
days, radio operators should be allowed to take a break every hour. Practically speaking, their shift
should be no more than ten hoursin a 24 hour period, allowing them time to handle personal, work
or family matters.

Often during emergencies, the demand for emergency communications far exceeds that of
avallable operators. A typical, well staff operations for agiven site requires a minimum of three
operators for adequate coverage and rest during a given shift. Therefore, a given site requireson
the order of aminimum of 18 operators per day to sustain operations.

Lack of available food/water and "facilities"

One needs to keep in mind that during emergencies, operations will take place at locations that
normally do not accommodate groups of people. Asaresult, you'll probably find that there are no
accommodations for food, water, restroom, personal hygiene and first aid. Y ou will need to
prepare and bring for your needs, and realistically, for at least two more people (since you're
working in ateam environment and there'll be other responders). Packaged foods such as MREsS,
bottled water, prepackaged baby wipes, and rolls of toilet paper are signs of awell-prepared
emergency communicator.

Lack of replacement Equipment

Sometimes, as shift communicators leave, they will take back their personal equipment brought to
the operations. This is understandable, and should be anticipated. As people respond to an
extended operation, take a moment, find out how long they will remain and ask them if they're
willing to let others use their equipment. If they indicate that they can only loan the equipment for
alimited period of time, begin putting out a request for replacement equipment early.

Every one is "Stressed Out"

Emergency communications is avery challenging assignment. There's alot of need being placed
on people in a short amount of time. The following are some tasks that will help things go more
smoothly:

0 Meet with the appropriate person in charge to establish the working relationship, the
boundaries of responsibilities and the relative means of handing off working and
communications.

0 Set up an operating location with work table, lighting and similar considerations in a safe
and - if possible - comfortable environment.

0 Insureyou install equipment, antennas in a safe and durable fashion.

o For those responding at an evacuation shelter, informing the general public that we're
primarily communicators and not shelter managers and to refer shelter management issues
to the appropriate designated person. Do not attempt to handle Red Cross issues for them.

0 Remember that may people have many different priorities. Try to work within these
differences.
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As these demands wear down the individual's capacity for tolerance, flexibility and creativity, the
person shows signs of stress. People show it as varying levels of irritability and emotional
outbursts, which affects the interpersonal relationship present.

Steps are needed to anticipate oncoming stress and mitigate the results after the onset. These
include;
o Remind the emergency communicators that tensions can form, so don't take anything
personally.
o Telling people up-front that we're al in this together, and to remind the people present of the
objective. (Since the objective changes from event to event, there is no one single answer.

o Try to establish teamwork and cooperation, and remind everyone that working together will
achieve the best results. We have to make do with what we have.

0 Insure everyone knows the command structure.

Being cooperative and not bruising someone else's ego

The best time to emphasize thisis up-front, before the event. Build thisin as part of the culture of
the emergency communications team. Remind the team when they're activated and before they
begin their operations. Remind the team that they will be shining examples of what amateur radio
is about to the rest of the community, whether they are professionals, the general public or other
amateurs. Therefore, their conduct should be that of "professionals’ -- to be courteous, considerate,
effective and to rise above the situation. The only thing that's amateur isin our name and that's
because we do it out of love, not compensation.

Remind them that even if things are not going well at the moment, that it's not afailure. It's
delayed success. The key isto focus at the task at hand and pull it off.
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ARESRACES

Dual Membership and it's advantages

It's not a question of ARES or RACES, it isto enroll and partici pate in both. Each organization has a
distinct origin, yet both provide the coverage of amateur radio emergency communications services for
the community.

RACES originated as a Federal Government program designed to use amateur radio operators and
equipment scattered throughout the community as a ready resource in the event of a Cold War incident.
RACES is comprised of two parts:

. specialy designated FCC-licensed RACES stations and

b. amateur radio operators registered with civil defense organizations as a pool of community
volunteers authorized to operate in the RACES service upon a declaration of an emergency by
civil defense.

Amateur radio operators are encouraged to register with their civil defense organization to be available to
operate under FCC Part 97.407 in the event the President invoked an emergency under the War
Emergency Powers of 1934, however, RACES operators can respond to emergencies declared by civil
defense authorities.

During RACES operations in wartime, only RACES stations may communicate with other RACES
stations.

RACES stations or amateur radio operators enrolled in civil defense organizations cannot begin RACES
operations until specifically authorized by the civil defense organization for the area served. As such,
RACES amateur radio operators cannot begin conducting advisory and prepatory nets before an
activation, nor can they continue relief operations after official civil defense authorization/operations has
concluded.

During these times, amateur radio operators organized under ARES can operate and serve as trained
individuals to effect emergency communications. ARES operators can initiate nets and operations ahead
of formal RACES activations and can continue to operate providing relief, health and welfare
communications after the formal RACES operations concludes. As an operating arm of ARRL, ARES
operations can request and incorporate ARES operators from neighboring counties and other states into
the communications response for the affected area.

ARES can respond to situations that may not draw the attention of civil defense organizations. For
example, if alocal hospital's PBX phone system fails, ARES can respond and provide essential radio
communications within the hospital complex. Even using employees with cellular and wireless
telephones, wireless phone service would be overwhelmed with the volume of required calls. Amateurs
stationed at key locations within the hospital could assist staff in dispatching and routing of personnel. A
hospital's phone system problem would not warrant intervention by civil defense authorities nor the
activation of RACES as it does not directly involve government services or affect overall community
welfare.
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In summary, RACES may not be activated to respond to every emergency situation. Similarly, ARES
operators will not be allowed to operate as RACES operators in the event of awar unless authorized by
the local Office of Emergency Management. In many instances, identification issued by civil defense
authorities may be needed to access areas affected by the emergency. It is therefore prudent to enroll and
serve with both programs to retain flexibility to respond to the situation as needed.

Working Together

There are anumber of peer amateur radio organizations involved with providing emergency
communications for national organizations. Among them are: ARES (ARRL), RACES (civil defense and
local governments), SATERN (Salvation Army), SKYWARN (National Weather Service) and Other
emergency management organizations may also be served by amateur radio groups. CERT (Citizens
Emergency Response Team), VOAD (Volunteers Organizations Active in Disasters), MARS (Military
Affiliate Radio Service), hospitals and health care agencies, utilities, public service agencies. Some of
these operate under the ARES/RACES umbrellaas alocal agreement.

Amateurs are encouraged to register with more than one organization. For example, a person can sign up
in ARES, RACES and SKYWARN without much difficulty or overlap. A person should declare hisher
primary served agency -- the one which he/she will develop and respond to in the event of an emergency.
However, during times of non-emergency, they would be able to assist a peer organization in the
development of their program, education and training efforts and special events. If during agiven
emergency, the primary served agency is not activated, the individual isfree to report to any agency
needing assistance.

Leadership - Who is in charge (not an issue if they work together)

Minimizing brused egos when multiple groups interact

This must done via MOUs and understanding amongst the leadership BEFORE an emergency devel ops.
SOP calls for each organization to maintain aroster, noting which persons are signed up on a primary
basis to work with that group. The choice of the primary served agency is up to the individual operator,
as he/sheisin the best position to determine hisher availability given his’her work, home and family
situation.

SOP calls for each agency to determine which frequency(ies) they will monitor for calls, and notify other
agencies and nets which frequencies are being monitored for this incident. Frequencies for net operations
should be coordinated on an area basis amongst the leadership and worked out ahead of time. The
leadership must keep in mind that no emergency is perfect and variations in the arrangements are
expected as adjustments are made due to the situation, the condition of equipment, propagation, operators
and agencies involved.

REMEMBER an emergency isabout providing SERVICE, not about which organization isin
charge or who will get credit!.

SOP also calls for overall objectives, priorities and decisions to be made by the ICS command team. The
lead commander should be clearly identified and changesin lead commanders should be noted and
communicated as the situation evolves.
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The focus must be to align communications to anticipate and keep pace with the changes in overall
emergency operations as required by the command team. Quality leadership in the communications
groups recognize this and will coordinate their efforts amongst the groups to assure coverage and
continuity.

Minimizing "us vs them" thinking

Quality leadership recognizes that the overall goal isto move the messagesto the final destinationin a
timely and usable manner. Quality leadership recognize that thisis done viateamwork and at times
require give-and-take to accomplish multiple goals. The culture of quality and professional leadershipis
established not during the event, but before the event. The membership should participate in leadership
development, and communicate these values to non-members and non-amateurs alike.

ARES Section Leadership

At thelocal level, there are operators registered with the ARES program. Non-ARRL members can sign
up as ARES operators. The Emergency Coordinator (EC) position, however, requires ARRL

membership. ECs are appointed by either their Section Emergency Coordinator (SEC) or their Section
Manager (SM). Assistant Emergency Coordinators (AECs) are selected and appointed by the EC. Each
EC may have as many AECs as required to effectively manage the ARES Unit. (Refer to Chapter 3 of the
ARRL Emergency Coordinator's Manual for a complete outline of EC and AEC duties.)

At the section level, the Section Manager for agiven ARRL section appoints the SEC. The SEC in turn
appoints District Emergency Coordinators (DECSs) to cover districts within the section. The size of a
district islocal decision and may encompass several counties, for example. The DECs work with ECs
within their district to come up with a comprehensive emergency response plan comprised of SOPs
coordinated amongst the ECs.

ARES - Mutual Aid

During severe emergencies, ARES personnel can be called in from other parts of the state and country.
The situation is elevated from EC to the DEC, SEC and ARRL HQ. Often, the emergency will be carried
on national news, and other available amateurs in the region and across the country would ready
themselves for deployment and identify themselves to ARRL HQ. In the exchange of information, the
request and acknowledgment for more emergency communicators is also exchanged and confirmed. The
emergency communicators are dispatched, and informed who to contact when they arrive in the affected
area.

Questions

« Trueor Fase: Enrolling in either ARES or RACES gives an amateur radio emergency
communicator the same access to opportunities to operate during times of emergency and disaster.

o Trueor False: Only amateur radio stations may be RACES stations.

o Trueor False: During RACES operations in time of war, only RACES stations may talk with other
RACES stations.
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True or False: RACES operators can begin RACES operations before a civil defense activation has
been authorized.

True or False: ARES operators can begin emergency communications operations ahead of a
RACES activation.

True or False: ARES operators are permitted to operate as RACES operators in times of war.

True or False: Both ARES and RACES operators should adhere to Incident Command System
(ICS) procedures during times of emergency activation.

True or False: ARES personnel can be called in from other parts of the state or country.
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Equipment

8. Equipment
. Personal Equipment Checklist

Each ARES member is expected to be prepared to respond as effectively as possible to a
callout. No one is expected to ignore personal responsibilitiesto family or employer, nor
unnecessarily risk their welfare. However, personal inconvenience or lack of preparation is
insufficient reason for not supporting a callout.

How do | prepare? Put together a"go-bag" of the items suggested in the equipment list
shown below.

Please understand that you are not expected to stuff your entire ham shack, closet and pantry
into atime capsule in preparation for and alternative life style in support of ARES. Rather
that you think about the items you do not have and acquire them while there istime and no
urgency.

Thelist includes virtually everything you will need to be helpful in an ARES event. We
suggest you maintain one "go-bag" with the items that you would need only during a
deployment and possibly a second (or it could be just alist) of the items that, when added to
the first, will provide you with the personal supplies and radio equipment to make you much
more effective and comfortable during an event.

To summarize, don't wait until you are called to assemble your "go-bag". Do it in advance at
your leisure.

The items shown in UPPER CASE are the ones most likely to be needed.
Equipment:

» ARES/RACES/SERVED-AGENCY IDENTIFICATION CARD

= COPY OF AMATEUR RADIO LICENSE

= HANDHELD RADIO (dual band if possible)

= SPARE BATTERY PACKs(CHARGED nicad and AA)

= HEADSET, SPEAKER-MIC.

= 19IN. MAG. MOUNT/GROUND PLANE ANTENNA (will function on 70cm)
» COAX JUMPERS AND CONNECTORS

= CONNECTOR ADAPTERS (bnc/pl259, bnc/so239, some radios require SMA)
= DUCT TAPE

= SHORTHAND NOTEBOOK, PEN & CLIP BOARD
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WATCH

MAPS OF THE AREA (Topo and street)!!!

COPIES OF MESSAGE FORMS

Compass and/or GPS

Copy of District Operations Manual

Boundry-Marking Tape

Insect Repellent (summer)

List of served agency phone numbersin your area (not just district)

Survival Items:

3 DAY SUPPLY OF PERSONAL MEDICATION!

WARM CLOTHING & BOOTS (bright colors for shirts and jackets)
HAT - (thisisIMPORTANT for everyone)

GLOVES

SPARE GLASSES (spare contact solutionsif you wear them)

FIRST AID KIT

SUPPLY OF WATER (the warmer your region, the more you need but
EVERY ONE needs water with them)

TOILET PAPER/KLEENEX
Moist Towelette Packets

SUN SCREEN (winter or summer)
RAIN SUIT

ORANGE VEST (for useif your clothing is drab colored)
Space Blanket

Plastic ground cover tarp

Spare shoe laces and some twine
Wool blanket
Fanny-pack/Back-Pack
Sports/Bicycle water bottle

High energy snacks

Large trash bags

Flashlight W/extra batteries
Whistle

Tools:

SWISS ARMY - type- KNIFE
SCREW DRIVER (phillips and flat)
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= PLIERS

= SIDECUTTER

» CRESENT WRENCH

= ELECTRICAL TAPE

= VOM

= Fence Pliers (includes hammer)

= Crimp Tool (includes wire stripper)

= Assortment of crimp connectors, nails, brads, tacks

For public service events:

= COOLER with FOOD & DRINK
= Lawn chair
= Umbrella(sun or rain)

Optional items:

= 3 Wire AC Extension Cord w/2-3 pin adaptor
= ACto 12V power supply

= Soldering Iron w/solder

= 2M Beam Antennaw/Tripod, mast & guy rope
= Nut Driver set

= Folding set of Allen/Torx wrenches

= Zip Cord

= Cash (for pay phones & if power isout)

= Transistor radio

= Binoculars

HF Unique:

= HFrig (12V dc preferred) with:
= Mic
= Key
= Head phones, ext speaker
= Tuner - for the oddball antenna
= 50 ft + RG58 or better
= NVISantenna: (NOT amobile vertical!)
= 75m dipole w/ ladder line or 130 ft of wire
= Insulators
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= 3 Masts, 8ft or more, preferably non-conductive
= Guy rope
= Tent pegsfor guys
= Lead weight & 50 ft light line for tossing over branches
= "Loud" marking tape to warn passers-by of guys, lines.
= Power source (one or more):
= 12V gd cdl 75 A/H w/ charger
= Vehiclew/ 12V battery & gas
= Portable shack:
= Shelter tent
= Table& charr

Marking your Equipment

There are very few people that would knowingly releave you of your equipment but during an
emergency thereisalot of confusion. If you have each piece of your equipment marked with your
name and call it will be much easier to insure your equipment is returned to you at the completion
of the event.
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Latest Update: 8/22/00
Connectorsto Equipment Operation

[ Standard Connectors | Know your Equipment | Equipment Maintenance | Antennas and Generators |
Equipment Operation | |

Standardized Connectors

During public service events or emergencies you could easily need to connect your radio to someone
else's power supply or someone else may need to connect their radio to your power supply. To facilitate
this inter connectivity a standard for power connectors is necessary.

Anderson Powerpole

The recomended connector is the Anderson Powerpole 30A. This connector is gender non specific but
when assembled per recommendation cannot have the positive and negative polarity reversed. The
recommended configuration is shown at http://home.earthlink.net/~wO0ipl/hc-conn.htm. This connector is
rated at 30 amps and is recommended for higher power applications but will work very nicely for lower
power situations as well.

In a size comparison between the previous recommended RS/Molex and Anderson PP-30A there is about
.020" difference between the two connectors with the PP-30A being the smaller. Or more simply, they
are virtually the same size but due to the difference in appearance, the Anderson PP-30A looks smaller
than .020" would indicate.

The Anderson Powerpole 30A connector is not as readily available as the Molex connector. Thus your
group may want to consider purchasing bulk quantities for its members. Thiswill aso reduce the cost per
connector. One supplier charges $1.00 per connector, plus shipping, in quantities of ten but also charges
seventy five cents per connector, delivered in quantities of 200.

The manufacturer (with alist of - distributors - ) is at http://www.andersonpower.com/distributorsUS/
Adaptors

It is recommended that you equip your radios, power supplies and batteries with these connectors. Since
not everyone will use these connectors it would be very helpful for you make adaptor cords (patch cords)
made with these connectors and other types. Connections you may want to have available are:

« large auto-type battery clips
o Cigarette lighter plugs
« any other connectors that your group has in abundance.
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Knowing your Equipment

Nothing is more embarrassing during an event than to have to ask someone else to show you how to
operate your own equipment. To avoid that situation you should:

1.
2.
3.

Make sure YOU can set up the radio on any frequency/mode the radio will operate on.
Insure you know how to set, turn on and turn off the sub audible tone encoder for VHF/UHF.

For VHF/UHF radios - make sure you can operate "reverse pair” if theradio is not "rock bound",
in case the repeater |S down and someone elseis "rock bound" or doesn't know how to fully
operate their radio.

Does your radio have the ability to lock on or out afrequency? Insure you know how to activate or
deactivate that function.

Try al configurations of power source, transceiver, antenna, fuses, and patch cords you have.
Make a card with tune-up procedures and operating precautions.

Photocopy key pages from the operating manual and place in an envel ope attached to each radio.
Include enough information so another ham can use your radios without further instructions.

Label pre-programmed memory channels by name and frequency. Preferably on theradio or in a
plastic pouch attached to the radio.

Equipment Maintenance

When you maintain equipment in standby or "on the shelf" waiting for a callout the equipment may not
be used for months. It's easy to overlook routine maintenance you should perform regularly. Y ou should
keep in mind:

1.

NiCd batteries self discharge at approximately one percent (1%) of their capacity per day. If you
|leave them on the shelf for over three months they can go to zero charge or be in such a poor state
that individual cellsin the battery pack may reverse polarity, thereby ruining the pack. The best
way to avoid problemsisto use EVERY battery pack you have every month. One complete
discharge/charge cycle WILL keep the battery pack healthy well beyond "normal” life span.

"Button" cells used for memory backup in programmable radios can go dead in three to five years.
Replace them when it's convenient for you, not when it'stoo late.

Connectors, switches, and potentiometers can develop corrosion from disuse, especialy if
dissimilar metals are present. Operate, unplug/replug, and clean them regularly.

Pre-installed antennas at served agency locations and vehicles can be damaged and detuned. Check
them monthly for changes and physical damage.

Printer ribbons and ink cartridges dry out from disuse. Develop a stock rotation plan so spares
don't get too old.

Dry cell batteries, flares, first aid supplies, fuels, food and water all have shelf lives. Develop a
stock rotation plan for the ones you have.
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Portable Antennas and Generators

Of all possible portable antennas, the type that will be easiest to transport, store and put up isthe wire
antenna. These antennas can be made in various configurations based on the frequency range to be
covered. For VHF/UHF the "J-pol€e" antenna, made from 300 ohm TV type twin lead, will produce gain
over aquarter wave yet store in avery small space. For HF the mono band or multi-band dipole will be
very effective.

H.F. Considerations:

« One of the most effective "local coverage" H.F. Antennasisthe NVIS or Near Vertical Incident
SkyWave. Thisis a half wave dipole mounted less than 1/8 wave (at the highest operating
frequency) above the ground. This antenna is most effective on 40 and 75 Meters.

« When you put up H.F. antennas, you must consider the potential impact of the antenna on people
and equipment in the area. Or more simply you must have sufficient poles, rope, anchor weights,
boundary marking tape and such to put the antennafar enough up to not be a hazzard to people or
equipment in the area.

« An effective NVIS antennafor 40 and 75 meters can be made from a 1:1 balun and two lengths of
wire (62" for 75 and 34' for 40) per side. Add to that afour inch separator at the ends of the 40
meter elements an end insulator at the ends of the 75 meter elements and you are compl ete.

VHF/UHF Considerations:

« Many timesyou will be in situations where the 1/4 wave antenna will not be as effective as
necessary. During those times athree to five element Y agi antennawill be very helpful.

» Keep the antenna at least one full wave (at the operating frequency) away from conducting
surfacesif at al possible.

« Keep coax runs as short as possible.
« Usethelowest loss coax you can.

Generators:

There are severa safety considerations to keep in mind when using portable generators. Some of the
primary are:
« Insure you have the best possible ground line hooked up to the generator ground post BEFORE
you start the generator.
« Check the engine ail level before you start the generator and each time you need to refuel.
« Refuel the generator when it iscool if at al possible.
« Storethe extrafuel away from the generator.

« Remember, even the smallest generator has enough voltage-current to kill you. Take extreme
caution with this equipment.

« Useonly three wire extension cords to bring power to the operating area.

« Insure the extension cord has the required capacity for the projected load. Do NOT put multiple
cords together to get the length you need (the wire gage used in virtually al extension cordsisthe
minimum allowable for that length/load - thus if you connect two fifty foot cords to get 100 feet,
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they will not have the proper capacity).

Equipment Operation
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High Current Connector - Anderson PP

High Current Connector

- Ander son Power Pole -

——
ROLL PIN l /g "
¥

Assembly.

Thisisthe 30 Amp connector.

The recommended configuration is shown above. If you take the time to pre-assembl e the connector
bodies per the pictorial above, as you receive your shipment, you will find it much easier to assemble the
connectors for use and there will be no ambiguity in plus minus connections.

When you finish crimping the spade lug to the wire, insure you re-form the crimped portion to round.
Thiswill allow easy insertion into the plastic connector body.

We a so recommend soldering the connections.

To assemble the wire/spade-lug and the plastic body, insure you - firmly - press the wire/spade-lug into
the plastic body. There will be adistinctive click as the wire/spade-lug locks in to the plastic body.
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Diagram used with permission of Anderson Interconnect Inc., manufacturer of the Anderson Powerpole
connectors.
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|ncident Command System

9. Incident Command System

A. ICS Overview

The following description of the Incident Command System (ICS) is a summary for use by
Amateur Radio operators working on ARES activities. This summary is-only- to provide Hams
with basic a understanding of terminology and concepts associated with ICS and NOT to replace
formal ICS training within your district.

Understand that the structure defined in this document is for large events. In smaller events, a
subset of the full structure will likely be used.

Incident Command System is a management tool designed to assist anyone who has the
responsibility for the successful outcome of an incident. We will define an incident as any planned
or unplanned occurrence or event, regardless of the cause, which requires action by emergency
service personnel to prevent or minimize loss of life or damage to property and/or natural
resources.

The Incident Command System has two halves. These halves are interrelated and both are critical
to the successful outcome of the incident.

. Management by Objectives

Four essential steps used in every incident, regardless of the size or complexity are:
1. Understand policy, procedures and statutes
2. Establish incident objectives
3. Select appropriate strategy
4. Apply tactics most likely to accomplish objectives (assign correct resources and
monitor results)

The complexity of the incident will determine how formally the management by objectives
portion will be handled. In asmall, simple incident, the process can be handled by verbal
communication between appropriate people. As the incident becomes more complex many
of the differencesin individual objectives will be resolved by documentation of the incident
objectives. The ICS 201 document describes the process that allows this to happenin a
systematic way.

B. Organizational Structure

The ICS structure begins with the Incident Commander(IC). The person designated IC is
responsible for the management of the incident and starts the process by setting incident
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objectives. This person may do all functions without aid but will usually delegate
responsibilities to othersin the organization. The IC still has overal responsibility for the
incident, regardless of duties delegated.

It is common to have an incident cross jurisdictional boundaries. Unified Command is the

| CS process that allows the multiple jurisdictions to develop unified objectives and
strategies for the incident. Thisis accomplished without any loss of authority, responsibility
or accountability.

Under Unified Command:
1. Theincident will be handled under a single coordinated Incident Action Plan(lIAP)

2. One operations Section Chief will have responsibility for implementing the Incident
Action Plan(1AP)

3. One Incident Command Post(ICP) will be established

Asthe ICfills positionsin the organizational structure the positions will fall into five areas
of management function:

1. Command - The IC isresponsible for all incident or event activity. The incident
size/complexity will determine which other management functions will be filled. The
command staff assists the I|C and reports directly to the IC.

2. Operations - Operations is responsible for directing the tactical actions to meet
incident objectives. Thereis only one Operations Chief (if activated by the IC) per
operational period but that position may have deputies as needed. The Operations
Section commonly uses Branches, Divisions, Groups, Task Forces and Strike Teams
to maintain unity, chain of command and span of control.

3. Planning - Responsible for collection, evaluation and display of incident information.
It also maintains status of resources, preparing the |AP and incident related
documentation.

4. Logistics - Isresponsible for providing adequate services and support to meet all
incident or event needs.

5. Finance/Administration - Responsible for tracking incident related costs, personnel
and equipment records and administering procurement contracts associated with the
incident or event.

Each of these functional areas can expand as needed into additional organizational units
with further delegation of authority. As positions are filed, the radio designations are
replaced with ICS position titles.

The ICS organization at any time should reflect only what is required to meet planned
tactical objectives. The size of the current organization and that of the next operational
period is determined through the incident action planning process.

A number of organizational elements may be activated in the various sections without
activating sectional chiefs. Each activated element must have a person in charge of it. A
single supervisor may initially be in charge of more than one unit. Elements that have been
activated and are no longer needed should be deactivated to decrease organizational size.
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The greatest challenge for the IC is to maintain control of the resources and to keep open
communication both up and down the organizational structure. The principles of Unity of
Command, Chain of Command and Span of Control alow thisto take place. These three
principles are also critical for maintaining the safety of incident personnel.

1. UNITY OF COMMAND meansthat every individual has one designated supervisor,
knows who that person is and how to contact them.

2. CHAIN OF COMMAND meansthat there is an orderly line of authority within the
ranks of the organization with lower levels subordinate to and connected to higher
levels. In most incidents, chain of command will consist of:

= Command
» Resource

As incidents expand, the chain of command expands through an organizational
structure that can consist of several layers. For example:

= Command

= Sections

= Branches
Divison/Group
= Units

= Resource

3. SPAN OF CONTROL relates to the number of individuals one supervisor can
effectively manage. In ICS the span of control for any supervisor fallsin the range of
three to seven, with five being considered normal. Span of control is accomplished
through timely use of delegations and good resource management.

INCIDENT DOCUMENTATION

INCIDENT ACTION PLAN isto provide al incident supervisory personnel with direction
for future actions. It may be written or verbal but written plans are preferred. It isimportant
to use written |APs when:

1. Two or morejurisdictions are involved

2. Theincident will overlap major changesin personnel or go into a new operational
period
3. Thereisextensive or full activation of the ICS organization

COMMUNICATIONS PLAN can be very ssmple and given verbally or may be quite
complex and form a portion of the written Incident Action Plan.
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B. ICS Command Structure

INCIDENT COMMANDER

Reporting are:
1. Command Staff
. Safety Officer
B. Liaison Officer
C. Public Information Officer
2. Logistics Officer
. Service Branch

1. Communications
*** Thisiswhere Amateur Radio fitsin ICS when there is need for the full ICS
structure.***
Understand then that each incident will be structured as needs dictate.
As an ARES member, your job isto suppliment Served Agency
communications. Therefore we will be assigned where the Incident
Commander (1C) needs us.

2. Medical Unit
3. Food Unit
B. Support Branch
1. Supply Unit
2. Facilities Unit
3. Operations Officer
. Staging Area Manager
1. Fire
2. Law Enforcement
3. Emergency Medical Service
4. Public Works
B. Emergency Medical Service Branch
1. Triage Group
2. Treatment Group
3. Transportation Group
C. Fire Service Branch
1. Suppression Group
2. Rescue Group
3. Rehabilitation Group
D. Law Enforcement Branch
1. Investigations Group
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. Interviews
b. Crime Scene
2. Perimeter Group
. North
b. East
c. West
d. South
3. Search Division
. Team 1
b. Team 2
c. Team3
d. Tactical Response
E. Public Works Branch
1. Diking
Debris Clearance / Street repairs
Utilities, Electrical
Utilities, Gas
Utilities, Water
6. Telephone
4. Planning Officer
. Resources Unit
Situation Unit
Documentation Unit
Demobilization Unit
E. Technical Specialists
5. Finance Officer
. Time Unit
B. Procurement Unit
C. Compensation Unit
D. Cost Unit

g s wDN

oW

C. Position Objectives

Each person within the ICS structure is charged with accomplishing specific tasks in support of the
overal effort. These tasks, for incident managers are:

Incident Commander (1C)
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1. Assessthe situation
2. Establish incident objectives and overall plan

b.
C.
Fill necessary ICS functions
Brief staff
Monitor staff and revise plans as necessary
Handle requests for additional resources and release resources
OPERATIONS CHIEF
1.
2.

- o 0 b~ w

N o Ok~ w

For the first hour
For hours two - eight
For extended operations

Obtain briefing from IC
Establish operational objectives per incident plan
. For thefirst hour

b. For hourstwo - eight

c. For extended operations
Develop tactics to accomplish objectives
Divide incident by geographic reference and/or function
Appoint and brief Branch/Division/Group leaders
Supervise operations
Determine and acquire resources from Branch/Division/Group leader input

. BRANCH/DIVISION/GROUP LEADERS

1. Assessthe situation
2. Establish incident objectives for Branch/Division/Group
. For thefirst hour
b. For hourstwo - eight
c. For extended operations
3. Develop tactical plan to accomplish objectives
4. Determine time and resource requirements
5. Determine logistical requirements
6. Reguests needs from Operations Chief

1. PLANS CHIEF

1.

o 0~ W

Obtain briefing from IC

Establish necessary positions within function
Supervise preparation of Incident Action Plan (IAP)
Develop alternative strategies

Provide periodic predictions on incident potential
Supervise planing section units
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. SITUATION INFORMATION CENTER
1. Compileincident situation information
2. Display incident status on maps, boards, etc.
B. RESOURCE STATUSUNIT
1. Compileincident resource information
2. Display resource utilization/avail ability
3. Check in resources as they arrive
C. DOCUMENTATION UNIT
1. Document complete incident
I1l. LOGISTICS CHIEF
1. Obtain briefing from IC
Establish logistics section positions as necessary and do briefings as necessary
| dentify service and support needs for the duration of the incident
Coordinate and process requests for resources
Advise IC and staff of current service and support capability
Prepare " Service and Support” portions of the IAP
. STAGING AREA MANAGER
1. Determine location of staging area
Establish staging area layout
Determine support/service needs for staging area
Report status of equipment and personnel in staging areato Plans Chief

Dispatch personnel and equipment from staging areato the incident as
necessary

o 0w

S A

D. Incident Command System and Amateur Radio

The Incident Command System (ICS) was developed as aresult of wildland firesin Californiain
the 70's.

Many agencies at the local, state and federal level were tasked with responding and providing
some level of assistance to this type of incident, and it became painfully evident that differencesin
terminology and the lack of a unified command structure created confusion, and prevented a
coordinated approach to managing the incident.

A Federal/State/Local task force was created to devel op a system for the management of these
wildfires, and it expanded to include any incident.

A few years later, ICS was formalized. Over the past two decades, it has been implemented
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throughout the US and Canada and today is the standard emergency response framework for
managing incidents of any size.
The primary components of ICS are:
o Common Terminology
o Multi-Jurisdictional Unified Command
Modular Organization
Integrated Communications
Manageable Span of Control

O O o

As Amateur Radio groups continue to work more closely with the different Public Service
Agencies, they may be asked to function within the ICS structure. It isincumbent upon Amateur
Radio leadership, and, to a lesser degree, all Amateur Radio operators to understand how Amateur
Radio fitsinto ICS.

| CS does not seek to alter the way any unit (including Amateur Radio) performs its internal
function. ICS does not dictate how the police does its policing, how firefighters fight fires, nor

how Amateur Radio units accomplish their tasks. Existing Amateur Radio methods and procedures
remain unchanged. | CS does provide an organization and reporting structure, with a clearly
defined chain of command and span of control.

The elements of ICS are discussed in the detailed |CS description in the first portion of thisweb
page.

Whilethe I CS structure might look a bit daunting at first, it should be noted that this
structure allows for the management of any incident, regardless of size. All tasks may not be
needed at every incident. ICS allows for the expansion of the organization as needs dictate, to
maintain a span of control between 3 and 7 (optimal of 5) subordinates per supervisor.

Where we fit in the organization.

The primary area of interest to Amateur Radio participants is the Logistics Section, Services
Branch, Communication Unit. Typically, the primary contact at the served agency will notify the
primary Amateur Radio leadership individual and advise the nature of the incident, and where to
report. This may be a staging area, or to the Command Post area, usually to either the Logistics
Section officer, the Services Branch officer, or the Communications Officer. One individual may
be serving in all three capacities, so Amateur Radio operators serving at acommand post need to
understand the specific nature of the incident. The command post may be identified by a green
light or agreen flag. An Amateur Radio operator may be assigned to the Communications officer
or they may be assigned as a Technical Specialist in another area. Also, Amateur Radio operators
may be requested to perform non-ham radio activities and could conceivably be assigned
anywhere. If an operator is assigned to a non-ham unit, operators need to comply with the
directions of the unit supervisor, understand the mission and report actions back to that unit
Supervisor.

Amateur radio groups deployed as units should be structured into groups of 3 to 5 hams under one
Amateur Radio unit supervisor. For example: If aunit has 20 members, the leadership needs to
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break the unit down into 4 or 5 units. This could be based upon geography (where the units will be
deployed), time of day (shifts), specific function (HQ unit, field unit 1, field unit 2, etc), or any
other reasonable, manageable division of labor. Then, instead of one Amateur Radio |eader
needing to get status or provide direction to 20 members, the 1 leader interacts with 4, and those
four with 3 to 5 each. Thisalows for a much quicker and more manageable method of
communications and control. Smaller units are also able to be re-assigned and moved more quickly
than large units, so the smaller units also allow Incident Command more flexibility in the
utilization of overall resources.

Everyone MUST insure that all assignments, delegation and hand overs are done with explicit
statement of intent and explicit statement of acceptance. The most likely problems will occur
when duties are assigned/accepted implicitly. For example; If two people read the same
information, it would be easy for one of them to conclude "north" while the other concluded "east"
or "west" or "south", i.e. different interpretation of the same material. If ALL assignment,
delegation, handovers, acceptance etc. are explicit, the potential mis-understandings are minimized
or eliminated.

A good technique to insure understanding is to repeat back the exact order or instruction. This will
expose errors before they can become a problem.

Amateur Radio leadership with the likelihood of serving in supervisory roles for an incident
should familiarize themselves with the | CS structure, forms, methods and procedures. The 'higher
up' the pyramid an individual Amateur Radio operator serves, the more important ICS training
becomes. It would be mandatory for an Amateur Radio operator assigned to a served agency
command post as the Amateur Radio liaison to be fully trained in the Incident Command System.
Each Amateur Radio Emergency Services group within Colorado should have a cadre of
individuals "fully trained" in ICS.

ICStraining is provided by served agencies throughout the United States; check with your local
OEM, Sheriff's Office, or Fire agency for local information.

In addition, ICS courses are available from the Federal Emergency Management Agency (FEMA)
on the web at:

http://www.fema.gov/emi/is195|st.htm

As previously mentioned, the methods and procedures used by Amateur Radio operators. use of
nets, methods such as packet or ATV, and other training such as Damage Assessment, Fire (Red
Card) or Fire Weather training-- are items that remain in place, in use, and unaffected by 1CS--
except for the nature of how information is reported up the chain and how commands are given
down the chain. Amateur Radio operators should continue to receive training in these areas-- and
add ICSto the aready valuable skills used to serve the public via Amateur Radio.
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Emergency Call Out

Emergency Warning Point Networks

Each community and metropolitan area has it's own means of connecting the critical emergency
operating centers into an activation network. Emergency communicators should be aware of the network
connecting various warning points that monitor for alerts and activate the appropriate level of response.
Some of the networks and network techniques used can be found in most locations nation-wide.
Knowledge of these networks yields insights on how activations and notifications would propagate, and
how to monitor for the latest bulletins.

Public Warning Networks

A number of warning networks exist to inform the public on atimely basis. These networks will not
carry the same aerts as those used by emergency management agencies, however, it will keep you
informed in the most practical manner. Each network carries information from different sources, so the
timeliness will vary depending on the nature of the emergency.

« NOAA Weather Alert & NWR (National Weather Radio)

For most emergencies dealing with nature, the National Weather Radio, sponsored by the National
Oceanic and Atmospheric Administration (NOAA) is agood source of alerts. NWR isfed from the
National Weather Service, with its network of forecasting offices, and yields timely and quality
alerts dealing with weather and other natural events. Many of the NWS alerts go out through NWR
within afew minutes of being received by the forecast office.

NWR uses seven frequencies in the 162 Megahertz radio band to carry audio broadcasts to the
general public. The receivers can be purchased at radio stores throughout the country. Y ou can put
the radio in aert mode, where the radio remains silent until it hears an alert generated by the local
NWS forecast office.

« Emergency Alert System (Broadcast Radio & TV)

One can also get aerts and information viathe Emergency Alert System (EAS). The FCC has
mandated that radio and TV stations connect to local authorities and carry alert information
concerning the community. Y ou see this as text "crawlers' that appear on the bottom of TV
screens, or hear it as spot announcements on radio.

o Civil Defense Sirens

One way to flag attention for the Emergency Alert System isthe use of civil defense sirens. These
are often activated by the civil defense authorities, with another activation panel located at the
local county warning point. Upon receiving an immediate alert, the warning point or civil defense
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agency can activate the sirens in conjunction with public broadcasts distributed through the EAS.

There are two different alert tones. One is a constant pitch, indicating the need to pay attention and
tune to a broadcast radio or TV. The second is a fluctuating, warbling tone indicating the need to
take immediate action. It is used primarily to signal an imminent enemy attack, but could be used
to notify of an equally pressing situation such as a hazardous materials release.

Emergency Management Warning Networks

In addition to the alert & warning networks for the general public, there are warning networks for
emergency management agencies. These are the common ones.

« NAWAS (National Warning System)

The Federal Government maintains a national wireline phone network connecting the warning
points in each state called NAWAS. It's chief operationsis at the National Warning Center at the
Cheyenne Mountain Complex in Colorado. It's purpose isto inform and coordinate alert
information amongst statesin agiven region. Typically, it's primary purpose isto serve as
notification in case of enemy attack, however, during peace time, it carries alerts on tsunamis and
other wide ranging emergencies. Roll call check-ins are taken periodically during the day to ensure
that the phone circuits are fully operational.

« State-wide Warning Systems

Many states maintain a State-wide alert and warning network. It is known by different namesin
each state. For example, in Hawaii, it's HAWAS. In California, it's CALWAS.

These warning systems keep key entities informed on areal-time basis of bulletins cruicial to these
agencies.

o Tsunami Warning System

Many states along the Pacific maintain a Tsunami Warning System to provide timely exchange of
tsunami warning information. In the United States, it's known as the Tsunami Warning System
(TWS). There are regional operating centers in Honolulu, Hawaii and Palmer, Alaska that handle
assessment and warnings for US interests in the Pacific regions.

« Earthquakes

The U.S. Geological Survey operates the National Earthquake Information Center located in
Golden, Colorado. The NEIC issues rapid reports for those earthquakes which register at least 4.5
on the Richter Scale in the United States, or 6.5 on the Richter Scale (or are known to have caused
damage) anywhere else in the world.

Emergency Call outs
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How will | know?

As an amateur radio emergency communicator, you should register with the amateurs associated with
RACES, Civil Defense (or Office of Emergency Management) and ARES and make arrangements to be
avallable for aert and activation. Typically, two or more amateurs serving as liaisons with CD RACES
are on pager notification by the CD agency. The pagers and/or telephone voice message are typically
activated by a computerized group-call paging/notification system activated by the CD communications
officer using a touch tone telephone control code. Other similar automated or manual notfication system
may bein usein your county.

Once these amateurs are notified, a number of aert mechanisms can be used. A common oneisto
disseminate the aert/notification via a pager and/or telephone tree. The pager code may indicate the six
digit frequency of alocal repeater, followed by athree digit action code (ie, 911 for an emergency, 000
for test). Some groups use atwo tone paging signal on alocal repeater with wide coverage, activating
commercial voice pagers that have been modified to monitor the amateur radio repeater.

Once the activation notice has been sent to check into the local command repeater, an NCS establishes a
check-in net while the ICS communications command team establishes themselves. The operation teams
are expected to activate and respond according to their normal response plan. The command team will
issue bulletin statements for the net as needed, directing and fine tuning the activation. They will cancel
the alert as needed should the situation warrant it.

If the Situation is weather or tsunami-related, amateurs can also monitor NOAA NWR for information
direct from the National Weather Service.

Y ou can find out more by contacting the Civil Defense office in your state:
http://www.fema.gov/fema/statedr.htm

Initial Operation

If you are responding to another location, as you get on site, ask for the person in charge and introduce
yourself as the emergency communicator assigned to serve that location. The person-in-charge will be
busy, so spend only a moment explaining that you would like to set up a communications station for that
location, and to ask where he/she would like the located. Be prepared to suggest an appropriate location
-- one that can serve an an operating table and message desk; has feedline access to the window, outdoor
or roof; access to power and telephone, and is away from the command center to avoid commotion from
disturbing either the command or communications center.

Move your equipment, battery and power cords into position. Hopefully, you've arrived as a team of two
or more, so that a person can start setting up while the other person is moving some of the equipment in.
Thefirst priority would be to set up a2M mobile station to establish essential contact with the net. Use
the lowest power setting that produces reliable contact. Since you're operating in an unfamiliar
environment, resist the temptation to run high power, which could possibly cause local interference in
nearby equipment.

Proceed to set up the scanner, then HF, packet and other stations. As more of your communications setup
becomes operational you can check into other nets and begin compiling alist of stations that are
reachable directly or viaarelay station.
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Paperwork required at the site

Some of the things you should have with you when you operate in the field:

» Message forms or sheets to compose messages.
Often, you'll copy the message onto scratch paper, then transcribe it cleanly onto the incoming
message form.

« Log sheetsto log incoming and outgoing messages.
« Notepad for writing notes.
« 3M Post-its for annotating items.

Long term operation

If you expect to operate from the location for a period of time, establish a message filing system so that
you can retrieve the messages as needed. Some of the "portable office” type that can hold several
hanging folders and has atray on top for pencils, a mini-stapler, scissors and scotch tape would be very
useful to organize and file the messages.

Y ou should also look for and establish abreak area, rest room facilities and a sleeping area.

Notification of shutdown

The notification for shutting down operations may be given over the air by the NCS or bulletin station.
The shutdown is usually preceded by notices given a heads up stating that shutdown of operationsis
coming. Notifications can be supplemented via apha pager and telephone tree networks.

Be sureyou confirm the shutdown order.

Shutdown and cleanup

Upon receiving notice of a shutdown, the station should begin securing the messages, the message desk,
equipment and other materials. Make sure you leave the area you operated at in as good or better
condition than you found it. Y our served agencies appreciate that.

Debriefing

As part of the preparation for after action debriefing, the following information should be noted:

« Yyour log should contain what time critical events occured. It is useful in the port-mortem analysis
to determine timeframes for activation, setup, transit, etc.

« Complete information on what happened.

« Note who was around. In case there are questions, you will know who to contact for further
information.

« Note the hours of operation.

« Note what was accomplished. Often, the list of accomplishments need to be related to those who
weren't there at the scene/operating location.
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« Notewhat's pending. If there were unfinished items, note them so that someone else can
follow-up.
« Note what was good. Jot down the things that went well. Often, in the heat of the moment, we
forget that there were things that worked in our favor.

« Note what needed improvement. Thisisfairly easy to note, as we remember easily the itemswe
struggled with the most.

« Thank those who turned out and were involved. Even asimple verbal thank you goes along way,
compared to hearing not a single word. Make sure you make it a point to thank those around you
and your family for letting you get the job done.
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Packet

11. Packet

. Disclaimer

This document is designed to provide the ARES operator with enough information to be
able to function adequately as an emergency communicator. It is not intended to provide a
technical foundation for this portion of the Amateur Radio hobby.

B. Why Packet Radio ?

Packet Radio provides a somewhat-secure method of transmitting/receiving data. Somewhat
in that not just anyone with a scanner can listen to the information but NOT secure in that
anyone with areceiver, TNC and computer can read the information being passed.

Packet increases the accuracy of the information by having it written rather than transmitted
by voice and while the transmission time is a bit long (1200 baud is very common at
VHF/UHF) the accuracy and increased confidentiality make it a good choice for ARES
activities.

c. How does it work ?

Packet radio consists of acomputer, Terminal Node Controller (TNC), aradio and some
cables connecting all of the parts. Some of the TNCs are happy with the full 25 pin cables
and some are only happy with nine pin cables (see the TNC manufacturersinstructions). The
connection between TNC and radio will have ground, transmit audio, receive audio and
puch-to-talk (PTT) lines.

The computer will be loaded with one of many flavors or software that (depending on
flavor) will operate as a subtask of the computer, to some that make the computer function
asadumb terminal. With the latter, if you try to make the computer do anything else it will
lock up and do nothing. Ask a person with full packet training before you try to get the
computer to multi-task.

The terms you will need to know and understand are:

1. Packet - the name of the piece of data sent from your computer to another. It hasa
header with the call of your station and the call of the station you are talking with
(plus alittle other information) followed by what you typed in.

2. TNC - Terminal Node Controller. The device that acts as an interface between the
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computer and the radio. It normally includesa MODEM (M Odulator DEM odulator)
and will have a micro-processor included. Other things about the TNC are:

. TNC state - Status of the TNC at that instant. Some of the status names are:

1.

2.

Disconnected - |dle state where the TNC will monitor activity on the
frequency and display that information on your computer.

Connected - The state where the TNC has established contact with
another station and is ready to exchange information. When you are
connected, the channel activity will no longer be displayed on your
computer (there are ways around this but don't worry about them).

Converse Mode - once the TNC connects to another TNC it will
normally enter converse mode so that anything you typein at your
computer is transmitted to the other computer each time you press the
Enter key.

B. Commands - Instructions to the TNC telling it what you wish it to do. A small
subset of these commands are:

1.

5.
6.

MY call - Definition of the call to be used by the TNC.

2. Connect - Request to connect to another computer.
3.
4. Send - Request to send a message to another user. Thiswill be used

Disconnect - Request to sever connection with another computer

when you have connected to a BBS (bulletin board) or cluster
(interconnection between multiple users).

Read - Read areceived message from the cluster/BBS.

CHeck - Normally set to zero for ARES work (keeps the TNC from
automaticly disconnecting if the activity is low).

C. StatusLights:
Status lights may vary by manufacturer. The most common are:

1.

o s~ wb

PWR - Power on indicator

CON - Connect indicator

STA - Data from the computer is ready to send but has not been sent yet.
PTT - Onwhen PTT lineis"down" (transmitting).

DCD - Incoming data indicator. The information available after this light
goes out will only be displayed if the information was for your station.

3. Digi-Pesater - arelay station between stations that cannot hear each other

4. Packet Bulletin Board Systems (BBS) - alocal collection point for messages between
users. Usually linked to other BBSs to exchange messages for additional users.

5. Cluster - Similar to a BBS but normally without the links to other BBSs/Clusters.

6. Keyboard-to-Keyboard - Connection used to talk to other amateurs directly. Normally
you will be talking with a single station or to a cluster.
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D. What will | do ?

If you are part of the setup team, you will be asked to set up the station. Each of the districts
with district-owned equipment will have a set of instructions for you to use. Most cables
will be labeled with information telling you where each is to be connected.
Y ou will setup the equipment per district instructions and:

1. Power up the computer

2. Load the communications program

3. Power upthe TNC
Note: The software used will determine if the TNC will need to be powered up before
the communications program is loaded (read the setup instructions).

4. Power up theradio
5. Connect to the Cluster

This leaves only for you to operate, i.e. send and recelve messages as required by your
location. Note: Most districts will have a set format for their messages. Contact your team
leader to get a copy of the format used by your district.

Do not adjust, play with or fiddle with any piece of equipment in usefor an event,
duringthat event, unlessit is malfunctioning.
Material from KC7FUY - volunteer date 5/29)

E. Point to point

F. Using the Cluster

G. APRS networks

http://home.earthlink.net/~wOipl/EmCom/pkt.htm (3 of 3) [2/28/2001 3:32:48 PM]



EmCom - Acronyms

Acronyms

Acronyms used in the EmCom Certification material

AFSK - Audio Frequency Shift Keying - A digital mode of radio communications where the RF
carrier stays on the air throughout the transmission and a modulating audio tone is shifted in
frequency.

AEC - Assistant Emergency Coordinator A position of leadership within the ARES
organization reporting to the EC.

AM - Amplitude Modulation A modulation system that maintains a continuous carrier and
applies the audio to vary the level of amplitude equally on both sides of the base carrier frequency.

AMTOR - Amateur Teleprinting Over Radio. Uses time diversity to minimize the effects of
fading. Sent in either ARQ or FEC mode.

APRS - Automatic Position Reporting System A packet based communication system where
information from a Global Positioning System (GPS) is fed to another computer for use.

AQS- Amateur Quiessence System. A form of digital signaling.

ARES - Amateur Radio Emergency Service - The ARRL Field Services program for organizing
amateur radio operators into areserve of emergency communicators.

ARQ - Automatic Repeat Request - AMTOR communication mode where arepeat is sent only
when requested by the receiving station.

ARRL - American Radio Relay L eague - The national organization of amateur radio operators
headquartered in Newington, CT.

ATV - Amateur Television

CB - Citizens Band - An unlicenced radio service for personal communications using low
powered (5 and 12 watt) 27 Megahertz transceivers.

CERT - Citizens Emergency Response Team A program enabling citizens to organize into
nei ghborhood response teams.

CONTROLLED NET A net, run by an NCSwhere al traffic is authorized by the NCS. Casual
discussions are discouraged.

CTCSS - Continuous Tone Coded Squelch System A form of sub-audible tone squelch that is
used to minimize interference caused by intermodulation.

CW - Continuous Wave. A synonym for morse code.

DEC - District Emergency Coordinator. A position of leadership within the ARES organization
reporting to the SEC.

DSP - Digital Signal Processor - A high-speed numeric processor |C chip that improves audio
signals.

DTMF - Dual Tone Multi Frequency. A signaling and control method using two simultaneous
tones. The same method as used in telephones.

EAS- Emergency Alert System. A system used by broadcasters to enable emergency
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management authorities to alert and inform the community via TV and radio.

o EC - Emergency Coordinator. A position of leadership within the ARES organization reporting
to the DEC.

« EmCom - Emergency Communication The ARRLs Continuing Education program in
Emergency Communication.

« EOC - Emergency Operating Center - A facility designed to serve afocal point of operations
during emergencies.

o FCC - Federal Communications Commission - The federal agency with oversight of
communications activities, including radio communications.

e FEC - Forward Error Correction - One of the two modes of AMTOR communications. In this
mode each character is sent twice.

o FIPS- Federal Information Processing Standar ds codes. A system of five digit codes assigned
by the federal government to designate each county in the country.

« FM - Frequency Modulation - The frequency of the carrier is varied in accordance with the
variations in modulating signal.

« FRS- Family Radio Service - an unlicenced radio service for personal communications using
low powered (1/2 watt) UHF (460 MHZz) transceivers.

o FSK - Frequency Shift Keying - The transmitter shifts between two predetermined frequencies
(mark - 1 or space - 0). The standard shift isnow 170Hz.

e FSTV - Fast Scan TV - An Amateur Radio image communication mode that closely resembles
the picture quality available in commercial broadcast.

« HF - High Frequency - the radio spectrum from 3 to 30 Megahertz.

e ICS- Incident Command System - A concept of command and control for emergency situations
that is scalable to handle events of any size.

e |ID - ldentification
o |F - Intermediate Frequency
e ITU - International Telecommunications Union

« JNOS- A NOS (Network Operating System) that can be used as a platform for exchanging
messages using a wide range of methods such as Internet, amateur radio, TCP/IP.

o LSB-Lower Sideband

« MARS- Military Affiliate Radio Service
e« MOU - Memorandum of Understanding
« MRE - MealsReady to Eat

« NAWAS- National Warning System. The federa notification system used to inform and
coordinate regional and national emergency management.

o NET - Network On the air meeting of Amateurs to handle messages and/or pass information
relating to a scheduled or unscheduled event. May be conducted by an NCS.

o NCS- Net Control Station The person charged with maintaining orderly flow of information
during a net.

« NTS- National Traffic System - The ARRL organization of daily local, regional and national
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radio nets that passess messages nation-wide.

NOAA - National Oceanic and Atmospheric Administration. The administration under the
federal Department of Commerce responsible for oceanic and atmospheric study.

NVIS- Near Vertical Incident Skywave. The mode of HF propagation that uses the ionosphere
overhead as areflector for avertical radio signal and provide HF coverage for a service radius of
approximately 250 miles. Usually from a half-wave dipole mounted no more then 1/8 length wave
above the ground.

NWR - National Weather Radio service. The 162 Mhz community radio service offered by the
National Weather Service to provide timely weather information and alerts.

NWS - National Weather Service. The weather forecasting arm of the National Oceanic and
Atmospheric Administration.

OPEN NET A net that may be run by an NCS but only to designate who is to speak next. Casual
conversation is accepted and traffic is handled on a first-come-first-served basis.

OSCAR - Orbiting Satellite Carrying Amateur Radio

Packet Radio - A digital mode of radio communications where the information is sent as a
"packet” containing the call of the source and destination stations, error correction information and
the data.

PACTOR - A digital mode of radio communications.
PBX - Private Branch Exchange

PSK - Phase Shift Keying - The phase angle of the transmitted signal is shifted in response to the
modulating signal.

PSK 31 - Phase Shift Keying 31 Baud - A point to point communication mode that works very well
in low signal strength situations. World wide communication is possible with as little as one watt
of output power.

RACES - Radio Amateur Civil Emergency Service - The FEMA program for organizing
amateur radio operators registered with civil defense organizations into a reserve of emergency
communicators.

RF - Radio Frequency.
RIT - Receiver Incremental Tuning
RTTY - Radioteletype - A digital mode of radio communications.

SAME - Specific Area Message Encoding. A aert messaging scheme used by the National
Weather Radio (NWR) service to alert specific counties of emergency conditions. SAME uses
FIPS codes to address the counties.

SEC - Section Emergency Coordinator. A position of leadership within the ARES organization
charged with leading a Section who reports to the Section Manager.

SKYWARN - A network of community weather spotters serving the National Weather Service.

SM - Section Manager. A position of leadership within the ARRL Field Services organization
just below national level.

SOP - Standard Operating Procedure
SSB - Single Side Band
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o« TNC2- Terminal Node Controller, Version 2 - A piece of equipment for packet radio
communications.

o Transceiver - A radio that combines a transmitter and receiver into one unit.

o TCXO - Temperature compensated crystal oscillator

« UHF - UltraHigh Frequency - The radio spectrum from 300 to 3,000 Megahertz
o USB - Upper Sideband - A mode of radio communications.

« VHF - Very High Frequency - The radio spectrum from 30 to 300 Megahertz.

« VOAD - Volunteer Organizations Activein Disasters

« VOM -Volt-Ohm Meter

« VOX - Voice Operated Transmit - acircuit that will cause atransmitter to automatically transmit
when the microphone picks up voice or loud sounds.

e XIT - Transmit Incremental Tuning
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EmCom Contributors

The following people/groups have been instrumental in providing valuable assistance to the program.
Thisis by no means a complete list of contributors. We've gratefully received too many to name them all.
Whether all of their material was used, part of their material was used or if we ssmply used their material
as review or reference in what needed to be covered, we are sincerely grateful to each and every one for
their dedication and willingness to participate. Only with their help, have we been able to complete the
best training tool for Emergency Communications that has ever been put together.

Thanks to everyone who has assisted!

EmCom Advisory Committee

o L.B. Cebik, WARNL

o Dan Miller, K3UFG

o Pat Lambert, WOIPL

o Ron Hashiro, AH6RH

« Rich Slover, ND4F
 Bill Thompson, W2MTA
« Rob Foshay, WOVK

o Eldon McDonald, KE4OCW
« Taylor Davidson, NATD
o Jeff Stidham, KC7TFUY
o Richard Werner, K7TUK
« EdHarris, KEASKY

« Randy Long, WOAVV

EmCom Contributors

Please note that the names and calls are in aphabetic call suffix sequence.
o Patrick Taber, W5ABQ
o Terry Busby, W5ARS
o ArtFeler, WA4ART
e Perry Lundquist, W6AUN
« Randy Allen, KAOAZS
« Paul Cavnar, NN7B
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« Kelly Bersch, KC7CSB

o Mark Jewell, KC6CUB

o Ben Green, WD8CZP

o Larry Dunn, N9HSW

« Brian Fernandez, KEGHKJ
o Tom McCain, N3HPR

« Randall Winchester, WD4HV A
o Ken Akasofu, KL7JCQ

« Scott Garrett, W8JSG

« Dave Waltrous, WD2K

o Max Soucia, N1IKQS

o Fred Stone, W8LLY

« Ray Moody, AH6LT

e Suzy Price, N2LZR

o Ruben Kafenbaum, WA2NBL
e Jm Andrews, WAONHD
o Nick Leggett, N3NL

« Geno McGahey, NRONR
« F.DdeWilliams, K3PUR
o Dannis Bodson, W4PWF
« Bob Josuweit, WA3PZO
« John Evans, N2QCE

o LenKoppl, KDORC

o T.S Bdll, N2RSI

o Ken Goetz, N2SQW

« Paul Drother, WO4U

« Robert Lunsford, KBS8UEY
o Jim Fuller, N7VMR

o Mike Manes, W5V S

« Jeff Ryan, NOWPA

« EdBixby, AKOX

Organizations that we have received input from.

Please note that the names are in al phabetic sequence.
« Colorado Section ARES
o Erie County PA, SkyWarn
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« Fairfax County WV, RACES
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[ Charicteristics | Learning to be NCS | NCS Questions | NCS Hints | ]

1. Net Control Station (NCS)

. Characteristics of a good NCS operator

» Good communications skills and fluent command of language
= Good voice quality

= Good hearing capabilities

= Good listening capabilities

= Good ear-to-hand copying skills

» Understands what SERVICE means

= Has knowledge of the Incident Command System

= Willing to take and carry out direct orders

= Isastrong team player

= |s Self-assured but not overbearing

= Decisive, with the maturity to make good judgement calls

= Physically able to tolerate high stress for extended periods

= Constant concern for the safety of participants

= Organizer

= Sense of humor

= Ability to absorb new terminologies quickly

= Decent (readable) penmanship

= Generdly neat of appearance

= Consistently demonstrates above average operating techniques
= Knowledge of band characteristics

B. Learning to be an NCS
Many of the skills used in contesting are applicable to NCS. Both activities involve

coordinating several stations on the same frequency at the same time. The contester running
apile-up will try to contact as many stations as possible in the least amount of time. A busy
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NCS will attempt to move as much traffic as possible in the least amount of time.

NCS techniques include:
. When asking for reports or soliciting traffic, listen!

b. Take down as many calls as you can identify before you acknowledge anyone!

c. Acknowledge all stations that you heard, then yield the frequency to a single station.
When that station is finished, hand the frequency to the next station on the priority
list, without soliciting more traffic. Follow this pattern until you've completed your
list, then repeat.

**** The exception to thisisin handling routine traffic during an emergency net.

With routine traffic, break between messages to solicit any emergency/priority traffic
and handle that first.

d. Most participants will catch on quickly to the pattern. If they do not, take the time to
explain. Things get done much faster if everyone uses the same techniques.

e. Beasconcise as possible. Use the fewest words that will completely say what you
mean. Thiswill minimize the need for the repeating of instructions.

f. Take frequent breaks. While you may not recognize the stress that being an NCS
produces, it will become evident in your voice. If you are asking yourself when your
last break was, you know it istime for one. Turn over the net to your backup at least
every two hours and REST. Do not listen to the net. Rest. Then, when rested, listen to
the net for afew minutes before resuming your station.

g. Control the tone of your voice. Be as cam as possible. Tension tends to make our
voicesraise in pitch and this change will be picked up by the net. Use a calm tone and
members of the net will tend to remain calm.

h. Speak in first person. It is "recognizing kd0zzz, ..."
not "NCSwould like to recognize ......"

The ability to remain cool, calm and collected will buy you more than anything else. There
IS no doubt that being an NCSis a high pressure assignment and it is easy to become
frustrated or angry. If you have a frustrating problem, ask for help from other members of
the net. Knowing when to delegate is the mark of a good |leader.

Net Discipline:

In many ways your job as NCS can be equated to that of atraffic cop for the frequency. This
analogy carries over to the duties of enforcing net discipline.
Y ou can reasonably expect net members to:
. Report to the NCS promptly as they become available.
Ask clearance from NCS before using the frequency.
Answer PROMPTLY when called by NCS.
Usetactical call signs.
Follow established net protocol.

® 2 0 T

All of the above expectations are great. However you must remember you are dealing with
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volunteers with a vast range of knowledge and experience. This means you cannot order
their compliance. Y ou can only ask their cooperation.

Probably the best way to enlist the cooperation of the net isto explain what you are doing in
acam and straight-forward manner. This may involve supplying a small amount of
real-time training. The one thing you never do is dress down someone over the air. It is
better to lead by example and produces much better results.

One way of classifying anet isthe level of net discipline used, or the "style" of the net. The
two acknowledged styles are:

1. Open (Informal) Nets

During an open net most any type of traffic or communication is permitted.
Conversations (rag-chews) are permitted provided they break every so often to allow
incident related traffic to flow.

2. Directed Nets

A Directed Net is created when there are alarge number of stations needing to use the
frequency or the volume of traffic cannot be dealt with on afirst-come first-served
basis. The NCS will determine who uses the frequency and what traffic will be passed
first.

Casual conversation is discouraged and tactical call signswill be used as applicable.

Like anything else, being a good NCSrequires practice. Contact your local ARESEC
for opportunitiesin your area!

C. Questions an NCS should ask themselves.

Click HERE for the list of questions an NCS needs to ask themselves before beginning a
net.

D. NCS Hints and Kinks

s If itisascheduled net, start on timel

» Use ascript when/where possible. If you have time, make notes to yourself to help
with the information in the script - before you start the net.

= Befriendly yet in control - speak slowly and clearly with an even tone, not a
monotone. Sound confident, even if you are not. Above al, don't worry. Just give it
an honest try.

= Ask SPECIFIC questions, give SPECIFIC instructions! Y ou can make it much harder
on yourself with nebulous questions and instructions.

= Have pencil/paper ready and write down ALL calls. It helps to practice with writing
down calls when you are not the NCS.

= Read your owner's manual and understand how to use your microphone. The worst
sounding NCS is one that cannot be heard or sounds like atrain huffing and puffing
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into the microphone as they speak. From the ARRL Field Resources Manual:
Articulate, don't slur. Speak close to your mike, but talk acrossit, NOT intoit.

= When thereisadouble, try to get something unigue from one or more of the stations.
Then call for clarification from those stations ONLY .

= During check-ins, recognize participants by name whenever possible.

= Acknowledge checkinsand ALL messages.

= Besureto frequently identify the purpose of the net (let people know what they are
checking in to!) and advise all listeners of the subaudable frequency required if
applicable.

= Ask for assistance if/when you need it. If thisis not a weekly net, delegate
responsibilities. Y ou cannot do it all.

= If thisisan emergency net, remind listenersto listen and tell them where the staffing
net is. Someone checking in to say they are listening only slows the net.

= Don't be afraid to say "OOPS" if you get flustered and mumble a bit. Pause, take a
deep breath, and go back at it. If you make a mistake, remember thisis not Brain
Surgery. Do your best to CALMLY recover. Nothing more will ever be asked of
anyone.

= DON'T THINK ON THE AIR! If you need a moment to consider what is needed
next, say something like " Stand by" and unkey your mic.

= Keep transmissions as short as possible. Resist the tendency to ragchew or ramble.

= Transmit only facts! If thereis need to make an educated guess or speculate, make
sureitisVERY clear that it is speculation. First choiceisto not speculate at all.

= Avoid becoming the source for general information about the event. If itisan
emergency, refer event status questions to the served agency Public Information
Officer (P1O).

= When necessary, use standard ITU phonetics. There is no such thing as *common
spelling”. Send all numbers asindividual numbers, e.g., 334 is three three four not
three hundred thirty four.

= Speak in first person. It is"recognizing kd0zzz, ..."
not "NCSwould like to recognize ......"

= For voice nets, use plain English. "Q" signals are for CW.

= |f the net has been quiet for more than ten minutes, check on operator status. This
keeps the net running more smoothly and insures you know about equipment failures
as soon as possible.
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NCS Questions

[ Emergency Nets | Scheduled Nets | ]

Opportunities are often things you haven't noticed the first time around

Thefollowing isalist of questions an NCS operator should ask of themselves BEFORE starting a net. If
you cannot answer at least two thirds of the questions in the affirmative, you should seriously consider
having some one else run the net.

Emergency Nets

1.

Is the NCS location away from the Command Post?

The noise and commotion at CP degrades your ability to run a good net and the noise you generate
only adds to the confusion there.

Do you have the best performing antenna for the conditions?

A "rubber duck" is not adequate unless you can see the repeater antenna. That does not mean see

the mountain the repeater is on, it means see the antenna. For HF, polarization of your antenns
WILL affect your signal to others.

If you are running from battery: Do you have at least an hours of charge on the battery?

Most desired is to have a battery with at least 90+% charge but if you are the only choice for NCS
then make sure you can run the net long enough to have some one else get ready.

Are you using a headset with noise canceling microphone?

Even from home the background noise will affect how well you can hear and be heard.

Do you have pencil/pen and paper sufficient to run the net for afull shift?

You will NOT be able to remember enough about the traffic to be effective unless you write it
down.

For VHF/UHF; Do you know the characteristics of the repeater system you are on?

For example; The Colorado Connection system must have the repeater at the Denver end down for
three seconds for the time out timer in Grand Junction (200 miles away) to reset.

Y our effectiveness as NCS will be adversely affected if you do not.
Do you have arunner, liaison or logging person to support you?

For large scale events all three are required. Y ou cannot handle the net and run messages.
Do you have a designated relief operator?
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Everyone getstired and NCS must be the most alert operator on the net.

Scheduled Nets

1.

Is the NCS location away from the event operations?

Noise and commotion degrades your ability to run agood net and the noise you generate only adds
to the confusion there.

Do you have the best performing antennafor the conditions?
A "rubber duck" is not adequate unless you can see that repeater antenna. That does not mean see
the mountain the repeater is on, it means see the antenna. Even a quarter wave ground plane

antenna (for VHF/UHF) will significantly improve your signal. For HF, polarization of your
antenns WILL affect your signal to others.

If you are running from battery: Do you have sufficient charge to run the net or (if it isamulti
hour event) alarge percentage of it?

Most desired is to have a bettery with at least 90+% charge. Y ou will only make the net more
confusing if you try to squeeze out the last little bit of use from you battery pack.

Are you using a headset with noise canceling microphone?

Even from home the background noise will affect how well you can hear and be heard.
Do you have pencil/pen and paper sufficient to run the net for the full net?

You will NOT be able to remember enough about the traffic to be effective unless you write it
down.

For VHF/UHF; Do you know the characteristics of the repeater system you are on?

For example; The Colorado Connection system must have the repeater at the Denver end down for
three seconds for the time out timer in Grand Junction (200 miles away) to reset.

Y our effectiveness as NCS will be adversely affected if you do not.
Do you have arunner, liaison or logging person to support you?

Only weekly and daily nets are exempt.
Do you have a designated relief operator?

Only weekly and daily nets are exempt.
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Net Control Station (NCS) - |1

[ Contingency Plan | Handovers | Coverage Breaks | Irate Particip. | Malicious Interfer. | Shortcuts| ]

1. Net Control Station (NCS)

E. Contingency plans

Contingency Plan: n. aplan for possible, unforeseen or accidental occurence

A somewhat thread bare saying that is very true, tells us alot about Contingency planning.
"Those who fail to plan, plan to fail". Or as Murphey put it - "Anything that can go wrong,
will. Anything that can't go wrong, still will".

How does this relate to Emergency Communication? Simple. As you begin your planning
for emergency operation, be sure you have redundancy of equipment and back up people
available when ever possible.

AsNCSitisup to you to plan for your backup, have backup equipment available for your
use and try to obtain more volunteers than you have positionsto fill.

But wait. More volunteers than you have need for? Y es. On average, for every ten
volunteers you get, there will be at least one that will develop equipment problems, or have
transportation problems, or have personal emergencies that develop. If you have only "just
enough" volunteers, you actually are short ten percent for the event.

Having one or two "floaters' who can act asrelief for aimost any of your operators WILL
help the event run more smoothly. In addition, having an extra person to act as - runner -
handling message transportation to/from your served agency will help your group function
more efficiently.

The side benefit is that should one of the volunteers prove to not have sufficient training,
they can become the backup on that job and have a successful training experience during the
event.

F. Handovers

During the course of every event that lasts over two hours (and most of the others) you will
have need to turn over operation of one or more of the locations in the net to arelief
operator. ASNCS it isin the best interest of the net and your sanity to do likewise with the
net to another NCS operator at least every two hours.
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To facilitate this change of operators the new operator will need:
= List or note of outstanding messages to/from the location
= Log of traffic to/from the location

These two items may be one log, properly annotated
= Status of open queries
= Local and remote contacts for the location (served agency and others as necessary)
= Any other information the outgoing operator feels necessary

When ever possible, both operators should handle the location for at |east ten minutes to
allow smooth transition.

G. Coverage breaks

Coverage breaks are, as the name implies, failures of a station to handle traffic as required
during a net. These will usually take the form of equipment failures, power supply failures
or overly tired operators who fail to pay attention.

In ALL cases, prior agreement of how the coverage breaks are to be handled, should be
announced in the pre event briefing.

NCS Coverage Breaks

The best way to handle NCS coverage breaks is with aknown NCS backup. This personis
known to the net and has a duplicate copy of the operational log for the event and thusis
able to pick up operation of the net in just afew moments.

When there is not sufficient resource to have a backup NCS then the person with the best
NCS skills and most complete staff at their location should take over the net. This person
will start with a call for emergency traffic, handle that, then go to roll call to establish
continuity. After which regular net traffic will resume.

NOTE: Asthisperson takesover the net they will no longer be availableto handlethe
previous assignment. A relief operator will need to be dispatched to handle the new NCS's
previous assignment!

Non NCS Coverage Breaks

When a station fails repeatedly to respond to calls from NCS an assessment must be made of
the criticality of the traffic. If thereis critical traffic holding for that station then arelief
operator will need to be dispatched immediately. If the traffic can be held for severad
minutes then a re-evaluation should be made at that time.

If the coverage break was from equipment failure and that can be corrected, then the relief
operator may be recalled. If the coverage break was from inattentiveness, the relief operator
should take over.
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H. Handling an irate participant

Thisis one of the toughest problems you will face. If handled incorrectly, it can cause
net participants to 'take sides and erode the morale and effectiveness of your net.
People can get their feelings hurt over very little, especialy when they aretired and in
unusually stressful circumstances. Y our first reactions need to be:

. Slow up. Don't respond instantly. Take a deep breath.
b. Do aquick review of what you know about this person.
c. DO THE NEXT THREE STEPS ALL IN ONE STATEMENT.

1. Acknowledge the problem. Give in to the 'Problem’ Whether they are
right or wrong! This acknowledges that there is a problem and that you
are recognizing that fact. Once you agree that there is a problem, the
fight' is gone.

2. Empathize with them! Whether you understand or not, tell them that you
can understand how they can feel that way and that, were the situation
reversed, you would probably feel the same way.

3. Ask them to suggest a simple yet reasonable solution. Listen intently!
Thisiswhere they will reveal the real problem. Everything they have
said up to now may have been aloud smokescreen. Somewhere in their
suggestion, they will tell you what they really want from you.

d. If their suggestion/solution is reasonable, tell them that you will try to put it
into play. If it is not, make a counter-suggestion that will satisfy the real
problem that they have revealed to you.

e. If the problem cannot be resolved quickly and reasonably, quietly send
someone to replace this individual and relieve him from his post. If there are no
posts involved in the operation, give up ... let himwin . . . politely explain that
the net must continue, thank the person for his services and tell him he doesn't
have to stick around. Y ou tried to solve the problem reasonably and he refused.
He wins the fight and you win the battle. The rest of the net will respect what
you did and morale will remain intact.

I. Handling malicious interference

Most people that interfere with net operations or with casual conversations are poor, weak
individuals that think the only way to get recognition is to behave improperly. The best way
to handle them is to ignore them. When they can evoke no responsg, at al, they tend to
leave. Let them leave without comment. If you comment in any way, these people will
persist.

Unfortunately, there are people who prove there is need for more chlorine at their end of the
gene pool. To overcome the interference from these individuals you will have to plan for it.
Plan by having alternate frequencies announced at the pre event briefing. Should the
interference become intolerable, move to the alternate frequency.
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When you move to another frequency, do so under pre announced set of conditions (at the
briefing) and without saying anything on the primary frequency.

Another very successful method involves the use of your local "fox hunters' to track down
the offending station. Thiswill need to be awell coordinated effort that is not announced on
the net frequency.

J. Shortcut to being a good NCS - Practice, Practice Practice

= Bewilling to learn.

= Accept constructive criticism politely.

= Contact your district Emergency Coordinator and volunteer.

= Contact the person in charge of your local traffic net and volunteer.

= Contact your local Amateur Radio club to seeif they have a net. If so volunteer.

= Look for the group that handles public service eventsin your area. Many timesthis
will not be the ARES group, so volunteer.

= Work with the best NCS you can find. This person will be able to show you (if you
care to watch) alot of subtle techniques.

= Work as NCS as often as you can.
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Working with Volunteers

[ Why Recruit? | Define the Jobs | Assess your needs | Recruitment | Keeping Volunteers | Improve
Feedback | Add new challenges |

Why Recruit?

" Eighty per cent of those people not volunteering say the primary reason they didn't
volunteer was because they weren't asked."

There has yet to be a volunteer that appeared by magic, at just the right time, knew all phases of
emergency communication, could pick up any ARES job, complete it successfully, work without thanks,
disappear when not needed and reappear when needed next.

With the above in mind we then need to plan away to obtain the next best thing.
A person, that we:

o Recruit

e Tran

o Thank - even if al they do is show up

o Organize

« Lavish with an appropriate amount of praise when they complete their assignments.

Working with volunteers is the most critical aspect of your job and will call for the most time and effort
on your part.

Where do we start?
Let'stry:

Define the Job

What specific jobs will your organization have?
Many organizations fail to be effective in their recruitment because they have failed to define their needs
to the potential member. Y ou should have alist of:

« al of the jobs available

« what each job does

« skills needed for that job

« training available to meet the skills required

« timerequirements by job

« approximate activity level by job
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Working with Volunteers

Assess the needs of your organization

« How many different jobs will you need filled for any given event?
« How many people for each job position?
o How many active volunteers do you need during low activity levels with your served
agency?
o How many will you need for average activity levels?
o How many will you need for high activity levels?
0 How often have you experienced high activity levels?
« From the above - What is areasonable level for your group?
o Who will recruit new members?

Recruitment

People volunteer for many reasons. Many will volunteer just to help someone else, while others
volunteer for some type of personal gain. If you are uncomfortable with the idea that a person could
benefit from doing volunteer work then think about what those benefits may be.

o FUN!

« help someone

« keep busy

« make new friends

« be challenged

« learn new skills

o Shareaskill

o keep skillsalive

« gain leadership skills

o test yourself under adverse conditions

o be part of ateam

- validate the reason for your license

« derive satisfaction from accomplishment
« Qet to know the public service community
» have an excuseto play radio

Each person will volunteer for his/her own reason. If your reason is one of those above you can do fine.
If it is severa of the above, you will make a GREAT volunteer in Amateur Radio Emergency Service
(ARES)!
Where can | find new people? A few of the places that work quite well are:

« Ham Radio classes

« Loca radio clubs
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Working with Volunteers
o Swap fests
« Thelocal 'candy shop' usually has a board available
« Ontheair in general discussions
o After each weeks ARES net
o Other club/organizations that allow outside traffic
« Workplace - if yours encourages volunteering

Make sure that potential ARES members understand what they will be asked to do, how much time will
be asked of them and how often training will be available.

Many of the questions the new volunteer will have should be answered as part of your 'pitch’ for
membership. Some of the items you should cover are:

« An ARES volunteer must have an Amateur Radio License to be able to handle radio
communication. But the skills that are of most use are: good people skills, be agood listener,
non-judgmental, friendly and supportive.

« It'sOK toidentify certain things you want to avoid as a volunteer. The happier you are about what
you will be doing, the better you will be as avolunteer. So don't feel that you have to say -yes- to
any assignment offered. Feel free to refuse any assignment for any reason.

« How much time are you willing to commit? Some can only provide afew hours per month. While
others can provide several hours per week. What commitment can you make?

« Areyou willing to undergo additional training? Most assignmentsin ARES require diverse skills.
If you do not have al of the skills required, are you willing to do some training?

« Some served agencies will require a background check before you can work on their behalf. Don't
be offended. This protects you, the people you work for and the people you work with.

« Many assignments within ARES will handle, or have close by, confidential information. Be sure
that you do not violate that confidentiality.

Keeping Volunteers

Have or create a crisp, new-membership process. Nothing turns off new members faster than
volunteering to help only to find that it will take months - or longer - to become a member or to get initial
training.

Put them to work as soon as possible. They can only fedl that they are contributing once they are
working.

One thing most people don't realize is that on average a person will volunteer for one reason and stay for
quite another. Some of the primary reasons to stay are:

e Your timeiswell spent

« You like the people you get to work with

« Your talents are appreciated

« You are able to teach others

« Your effort produces tangible results
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Working with Volunteers

Be surethat volunteerssign up for jobsthat arewithin their capability - no oneis served by over
commitment. However, you should encourage volunteers to "step up" and take on new assignments.
Often, they only need "permission” to try something that they've never done before.

Take care with volunteers that "know everything". They can drive good volunteers away.

Don't try and talk a volunteer into doing ajob that you sense they really don't want to do; it won't turn out
well. In fact, be sure that volunteers have a chance to decline or back out of an agreement. Guilt isavery
poor motivator.

Getting volunteers work in teams or groups will help the work be more fun and won't wear people out.
However, make sure that you have ONE person that is accountable for each task (this doesn't mean they
do all the work, only that they are responsible for seeing that the work gets done).

Share your vision. Let others contribute their own ideas.
Try to find ways to incorporate others ideas into the overall effort.

Don't micro manage your people, but conversely don't just "dump" assignments on them.

Lead by example. Y our attitude toward your people and your served agencies WILL be emulated by your
people.

Help people feel welcome! Not everyone can spend as much time as a volunteer as you do. Help them
understand their time |S an asset to your organization.

Be accountable, and make your volunteers accountable. (Thereis aline of thought that says, volunteers
can't be held accountabl e because they're not being paid. Thisis arecipe for disaster. The volunteers that
you really want will respond well to responsibility.) Be sure everyoneis clear on what is expected of
them.

Insure they understand they will be treated as a professional communicator therefore they are expected to
act as professional communicator.

Keep the politics of your organization away from the field. If you need to take political action - insure it
ISNOT visible during training, activities or emergencies. Political infighting will hurt your organization
when displayed to the workers.

If you must reprimand a volunteer, make sure you pull them aside. It would have to be a severe and
repeated offence for you to even think of reprimanding someone in public. Be sure you do - not -
criticize the member personally, direct your criticism at the persons actions.

Be sure you are a - service - organization. Y our workers are not impressed when you attempt to over-ride
aserved agency.

Be sure you let your volunteers know what "accommodations' are available at the proposed assignment.
Such as:

« isfood/water provided or do they need to bring their own

« sanitation facilities at the site

« commercia power available or battery only
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« protection from the elements

The most important element to maintaining an active volunteer base is acknowledgment.
Acknowledgetheir contribution and their time. Be sureto praise good work!

Conversely, make sure that any awards or praise given is for solid performance, not just to give an award
or praise. Many volunteers will be very unhappy if an award or praiseis given to the unworthy.

Where ever possible, give praise to individuals. It has more meaning that way.

Of course there isthe obvious. Don't call your people unlessyou need them. Y ou will quite possibly
loose peopleif they are called out only to be told "we don't need you now" because you missed on your
Situation assessment!

Remember, no volunteer is worthless. One day you may need all the volunteers you can get. While you
may have some claim on avolunteer who carries a membership card for your group, you have - no -
claim on one who does not.

Lastly, when you find that a member is causing more harm than good to your unit, it isimportant that
you are diplomatic in your actions while keeping the effectiveness of your unit as your primary
consideration.

Improve feedback

If you want to design meaningful rewards for your volunteers, a good starting point isto look at the
reasons they volunteered in the first place. What did they hope to get? How can you help meet those
needs and expectations?

Hold regular meetings. These meeting will:
- give volunteers a sense of connection to a group
- offer opportunities for ARES officersto deal firsthand with questions and concerns.

Provide the means for feedback during and after an event. It could be a great source for new and timely
solutions.

Speed turnaround time between data collection and feedback. Y our people ar e concerned about your
organization. Help them fedl at ease.

Add new challenges

Encourage established members to assume new responsibilities.
Encourage established members to help recruit new members.

Use established members to train new members.
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Working with Volunteers

ldentify upcoming projects

Weekly and monthly needs

Special event needs

Commitments from volunteers one month ahead
Allow for emergencies, no-shows and substitutions
Know the Tasks & Responsibilities

Be specific

L ook out for over commitment

Break down larger needs into tasks

Know how many volunteers are needed for each task
Don't hinder your operation by having too few people
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EmCom Liaison and Training others

Liaison and Training Others

[ Liaison | Training Others| |

3. Liaison - Connecting the parts

Liaison: n. a connecting of the parts of awhole, as of military units, in order to bring
about proper coordination of activities.

Your group

Y ou are now at the point where you are accepting management duties. With these duties come the
responsibility of becoming one of the people who MUST be concerned with how well each of the
people in your group interact with others.

The easiest way to start this processisto make VERY brief mental notesto yourself on what
person-x did wrong, or better yet what person-x did that was a great help. People respond very
well to positive feedback and when you are consistent and - accurate - with positive feedback you
will find your job much easier.

Please understand that if you become known as the local "snitch” people will ceaseto
cooperate/interact with you. Thusit isimportant that you make comment ONLY when thereis
significant negative impact by person-x and that you are very accurate in your assessment. Y ou,
and the group, will be well served if you can just take person-x aside and provide them with
friendly help to resolve the situation.

Served Agencies

The second portion of liaison iswith your served agencies. This can be either quite easy (if the
people before you were competent) or very difficult should you have to "re-educate” your served
agency on the value of ARES/RACES.

When the re-education (or occasionally initial education) of a served agency isrequired, itis
imperative that you are viewed as ateam player that is there to help when and where they need
help. Thisiseasiest if you keep afew thingsin mind:

o Every public service agency has daily contact with people that are very negative.

0 Police, Sheriff's departments and State agencies have had negative encounters with people
that want to be a Police person or fire person but do not have "what it takes'.

o Police, Sheriff's officers and State agencies are most comfortable when THEY arein charge.
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0 They may be embarrassed at having to ask for help.

It is up to you how the served agency will perceive you and your group. When you are friendly,
without being pushy, cooperative and LISTEN to what they say, your group will make progress. If
you go out of your way to be available (but NOT in their face) when they have training, you can
slowly prove the value of your group to your served agency.

The key word in dealing with a served agency is SLOWLY . If you attempt to push, go too quickly
(except in response to their requests) or attempt to tell them how to run their business, your efforts
will fail.

Thereisafine line between being available and being pushy. Y ou will need to be very careful as
you approach this line to insure you do not cross it. With that said, there are many agencies that
appreciate regular contact and it does prove very helpful.

4. Training others - stay on the subject

Asyou begin to train others on aregular basis you will need to consider many things that are
difficult to quantify. The reason they are hard to quantify is that each person learns at a different
rate and in one of severa different ways. Some of the more common |earning/teaching techniques
are:

o Stick to the subject.

Examples, used to make a point, are good. So long as you spend more time with the main
material than on examples (commonly called "war stories").

0 Vary your speed of presentation.

Highly technical information should have a slower presentation rate while smpler material
can be covered more quickly. Take extreme care to realize what is simple to some may be
guite complex to others.

0 Organize your material.

The standard "timing" for course preparation is two hours of preparation time for each hour
of presentation time. Thiswill vary with how many times you have taught the material. The
first time you do a segment you may need three to four hours of prep. time for each hour of

class.

0 Have aspecific learning goal in mind for each segment.

The most effective presentations are short, concise and handle one subject.
0 Use charts and diagrams as applicable.

Many people find it easier to learn material when they have "pictures’ to help with
explanations. The old true-ism states "a picture is worth a thousand words".

0 Make copies of the material for your students.

Handouts give the student a good place to make notes and insures they will have a place to
find those notes later.
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o Make notesto yourself - on your copy - about which examples work best for this segment.

Asyou teach, you will find specific examples that work very well in emphasizing a given
point. The notes will help you remember which one(s) work the best and where.

o Aboveal else, try to have fun while you teach.

Students pick up, very quickly, how relaxed you are. If you are having fun teaching, your
students will probably have fun learning.

It has often been said that you learn more about a subject when you teach it. That istrue and it can
be fun.
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Public Service/Emergency Communications - Certification

Click here for the EmCom change summary.

Latest Update: 8/18/00

Emergency Communication (EmCom) Certification

|. Level | - Overview and Generalized Training

Prerequisite - agood attitude.

Introduction

1. Introduction to Emergency and Public Service Communication
. What is a Communications Emergency

Public Service Communication

Organi zations to meet communcation goals

Who runs the event - PRIMARY SERVED AGENCY

Who talks to the Media (press) - the primary served agency PIO
F. How you can get involved

mU O

2. Communication
. Basic Communication Guidelines

B. Public Service and Emergency Communications
1. Getting the message through - Power isn't everything

Message Handling

ARRL Format Radiograms
Personal Safety Considerations
Modes of Communication

o gk~ wWN

Security Considerations

7. Operating Stress
C. Served Agency Communication Systems
3. Nets, what they are and how they work

. Net Types
B. Net Participant Guidelines

C. Traffic Handling
D. CW Nets
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Public Service/Emergency Communications - Certification
E. Digital Nets
F. Voice Nets
Basic Training - an individual check list

Practical Experience
A.RE.S and RA.CES.
National Traffic System (NTS)
Equipment

. Personal Equipment Checklist
Standardized connectors

© N o 0 &

Knowing your equipment BEFORE you need it

Equipment mai ntenance

mOU O W

Portable antennas, generators, etc
F. Equipment Operation (CTCSS, DTMF, €etc.)
9. Incident Command System

10. Emergency call outs

11. Packet

12. ATV

13. Skywarn

14. ARRLSs Public Service Communications Manual

15. ARRL's DOs and DON'Ts for Public Event Communication

Acronyms used in EmCom material.

Contributors - the people that made it possible.
II. Level Il - NCSsand Liaison
1. Net Control Station (NCS)
. Characteristics of agood NCS operator

Learning to be an NCS
NCS Questions

NCS Hints and Kinks
Contingency plans

Handovers
Coverage breaks

Handling an irate participant

— I O mOUOw

Handling malicious interference
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Public Service/Emergency Communications - Certification

J. Shortcut to being agood NCS - Practice Practice Practice
2. Working with Volunteers

3. Liaison - Connecting the Parts

4. Training others - stay on subject

[11. Level 11 - Management Aspects

A Level 3 certification indicates that the person certified has attained sufficient grasp of leadership
and management knowledge that the person can develop and lead a team of volunteer emergency
communicators.

1. Role of the L eader/M anager
. DefineaVision

1. Components of aViable Vision for Emergency Communications

Communicate the Vision

Organize, Develop and Coach the Team

Promote the Team
Exercise and Test
| mprovement

Recognize and Reward the Team
Develop New Leaders
Developing Peer Organizations
Communicate with DEC/SECs

11. Additional Resources
2. Developing District Plans

. Identify the DEC Responsible for the District

Developing a District Plan

© o N o gk~ WD

=
©

Workmen's Compensation
Education and Training Sessions
Exercise the Plan

nmU O w

Enhancing the Plan

1. Lessons Learned

2. Exchange Expertise

3. Working with Agencies

. Help Agencies Understand The Need For Emergency Communications and Available
Options
B. Help Agencies Understand The Role Of The Amateur Radio Operator
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Public Service/Emergency Communications - Certification

C. Build Up The Capahilities Of That Agency
1. What is your proposal ?
D. Memorandum of Understanding

E. Interacting with the Agency

1. Extend References From Peer Organizations
2. Feedback from the Agency
F. Developing the Agency Plan

4. Developing an Organization
. Seek Specialists and Coaches Available In The District
Reaffirming the Mission - for the District and for the Served Agency
Define An Organizational Structure
Recruit Team Members
Schedul e the Education and Training Sessions
Periodic Review of the Members

@ mm0OOw

Periodic Exercises and Tests

H. Periodic Recognition of Volunteers

5. Developing Individuals

. Introduction
Preparation
Individual Coaching
Local Education
ARRL Continuing Education -- Emergency Communications
F. Exercises and Practice Sessions

mU O W

6. Developing Exercises

. Benefits of doing afull exercise design

B. Planning the exercise

1. Determine the Objective of the Exercise

2. Determine the Scope of the Exercise
C. Working out the Details
D. Post Exercise Follow-Up
7. Handling Walk-ons
. Redlities
B. Considerations
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Public Service/Emergency Communications - Certification

C. Three Page Handout
D. Determination and Assessment
E. Briefing Area
F. Strategies
1. Assign to an Existing Operations or Logistics Team
2. Relay and Monitor Stations
3. General Transportation and General Labor Assignments

Other items to be included are:
8. Established MOUs with the ARRL and served agencies.
9. EMP - Electromagnetic Pulse
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Changes to Emmergency Communication Certification

Changes to Emergency Communications (EmCom).
Latest Update: 8/18/00

Change Summary: 8/18/00

Converted level 111 to the material Ron Hashiro AH6RH proposed. (8/17) and expanded to fit outline
format (8/18).

Change Summary: 8/05/00
Moved EMP from level | to level 111 until we get input.

Change Summary: 8/04/00

Added an introduction/disclaimer prior to Level | material.

Change Summary: 8/01/00
Added Acronym List to Level | material. Thiswill be used for all levels.

Change Summary: 7/31/00
Added NCS Questions list between Learning to be an NCS and NCS Hints and Kinks.

Change Summary: 7/19/00
Added contributor list.

Change Summary: 7/05/00
Moved "Working with Volunteers" to Section ||

Change Summary: 7/04/00

Merged |.3.C.1 into other areas handling the subjects.

1.3.C.2 becomes 1.3.C, 1.3.C.3 becomes |.3.D and 1.3.D,E & F become|.3.EF& G
Moved EMP from nets to communication.

Changed the title of 1.2.B to Pub. Serv. & Emer. Comm. to reflect the subject content.
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Changes to Emmergency Communication Certification

Change Summary: 6/20/00
Added additional - equipment - sub page and segments.

Change Summary: 6/14/00

Removed link to UK volunteers pages
Added "Training others' to Section Il - NCS

Change Summary: 6/08/00 Evening

Moved |.1.A.4&5 (Fed Standards and MOUSs) to Management A spects.

Added linksto PSCM for RACES, MARS and I.1.C.4. Two orgs

Condensed (folded back Communication.Guidelines into Basic Communication (1.2.A)

Added pointer (link) to ATV overview from |.2.B.5 Modes of communication

Changed 1.3.C.2 (traffic handling) to point at PSCM sec2-ch6. and split out EMP as separate sub-page.
|.7. Nat Traf Syst now points (link) to PSCM sec2-chl.

[11.2. Emerg. Plan # D now points (link) to PSCM sec1-ch7

Change Summary: 6/08/00
Added Packet overview

Change Summary: 6/06/00
Added Liaiason to section |1 (NCS)

Change Summary: 6/02/00
Added prerequisite to the outline (Attitude!).

Change Summary: 5/31/00

Corrected "fat fingers' of duplicate line items and added links to Skywarn and ARRLs Dos and Don'ts.
Revised ATV items and added text

Change Summary: 5/30/00

Broke up the sub pages into QUITE afew more to facilitate work assignments (finest granularity and all
that).
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Changes to Emmergency Communication Certification

Change Summary: 5/23/00

Added links to all of the additional material that was available in the base outline. Base outlineis no
longer online.

Change Summary: 5/21/00

Revised base outline into three sections to correspond to the three proposed segmentsin EmCom
Certification.
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Latest Update: 8/23/00

Electro Magnetic Pulse

Electromagnetic Pulse and It's Potential Effects on Emergency
Communications

Radio amateurs have long been concerned with protecting their radio installations against lightning.
Many have applied lightning protection techniques. Traditionally, the installed protection is designed to
combat "slow" lightning strikes (having rise times on the order of tens of microseconds) with protection
from direct overhead strokes obtained from sheltering important conductors with a grounding system.

To address the transient threat, including lightning-voltage surges and Electromagnetic Pulse (EMP), it
would be necessary to protect installations against electromagnetic fields rising to a peak intensity of
50kV/meter in several nanoseconds. While some modern lightning-protection devices are effective
against alightning transient threat, the majority of them will not act in time to prevent the faster EMP
from entering the radio equipment.

Protection of Amateur Radio installations is becoming more difficult as circuit components become more
sensitive to transients. 1Cs are susceptible to damage at transient levels smaller than those of discrete
transistors, which are more susceptible than vacuum tubes. Protection devices such as metal-oxide
varistors (MOVs) offer protection within one nanosecond of the arrival of atransient pulse such as
EMP. When properly selected and installed, such devices show promise of providing protection
against the universal transient threat.

Electromagnetic Pulse (EMP) is defined as alarge, impulsive type of el ectromagnetic wave generated by
anuclear explosion. EMP commonly refersto anuclear electromagnetic pulse (NEMP). In this usage, it
Is a plane-wave, line-of-sight electromagnetic phenomena that occurs as a result of an above-ground
nuclear detonation. NEMP has an electric field strength of 50 kV/meter horizontally and 20 kV/meter
vertically, with a pulse rise-time to peak of 5 to 10 nanoseconds.

There are several different types of EMP resulting from a nuclear detonation. One of the more significant
types is the High-Altitude EMP (HEMP) that results from a nuclear explosion above 30 milesin altitude.
The HEMP is created by the interaction of high-energy photons (gammarays) with atmospheric
molecules, producing Compton electrons. These electrons decay in the Earth's magnetic fields, emitting
photons in the process.

System Generated EMP (SGEMP) is produced by the direct interaction of high-energy protons with
systems (equipment), rather than through their interaction with atmospheric molecules. SGEMP is
important because of its effects on satellite systems and in-flight missiles.

The third type, Magnetohydrodynamic EMP (MHD-EMP), is different because of its distinct physical
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generation mechanism, later occurrence, smaller amplitude, and longer duration. It is sometimes referred
to as late-time EMP. MHD-EMP poses atreat for very long landlines (including tel ephone cables and
power distribution lines) or submarines cables.

Detailed information on EMP is available in the following issues of QST articles written by Dennis
Bodson, W4PWF, who is the current Roanoke Division Director:

« August 1986 QST, Page 15, Electromagnetic Pulse and the Radio Amateur - Part 1

« September 1986 QST, Page 22, Electromagnetic Pulse and the Radio Amateur - Part 2

o October 1986 QST, Page 38, Electromagnetic Pulse and the Radio Amateur - Part 3

« November 1986 QST, Page 30, Electromagnetic Pulse and the Radio Amateur - Part 4
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National Traffic System (NTS)
Training (Part 3)

Thisisthe third of a series of briefings on traffic handling.

Today we'll spend a couple of minutes going into more detail of the
preamble. The preamble is the section of the amateur message form where
al the administrative details of the message are recorded. There are eight
sections or blocks in the preamble (two of them are optional fields).

The FIRST BLOCK isthe MESSAGE NUMBER. Thisis any number
assigned by the amateur who first put the message into NTS format. While
any alpha-numeric combination is acceptable, usually, traffic handlers use a
numeric sequence starting with the number 1 at the beginning of each year.

The SECOND BLOCK isthe PRECEDENCE. The precedence tells each
traffic handler the relative importance or how urgent a message is. Within
the NTS format, there are four levels of precedence:

Routine

- abbreviated with the letter "R". Most amateur traffic is handled using
this precedence; it's for all traffic which does not meet the
requirements for a higher precedence.

Welfare

- abbreviated with the letter "W". This precedence isfor an inquiry as
to the health and welfare of an individual in a disaster areaor a
message from a disaster that all iswell.

Priority
- abbreviated with the letter "P". This precedence is for important
messages with atime limit; official messages not covered by the
EMERGENCY precedence or notification of death or injury in a

disaster area. This precedence is usually associated with official traffic
to, from or related to a disaster area.

EMERGENCY

- there is no abbreviation for this precedence; the word
EMERGENCY isaways spelled out in full. This precedenceisfor
any message having life and death urgency which is transmitted by
amateur radio in the absence of regular communications facilities.
Thisincludes official messages of welfare agencies requesting
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supplies during emergencies; or other official instructions to provide
aid or relief in adisaster area. The use of this precedence should be
limited to traffic originated by officials. If there is any doubt asto the
use of this precedence, it should NOT be used.

The THIRD BLOCK isfor HANDLING INSTRUCTIONS. Thisisan
optional field at the discretion of the originating ham. These are a set of
specified additional handling instructions - there are 7 of them,; they are
standard; and they areidentified as HXA, HXB, HXC, etc through HXG.

The FOURTH BLOCK isthe STATION OF ORIGIN. Thisisthefirst
ham that put the message into NTS format. If anon traffic handling ham
NJAAA wants to send a message and he gets his traffic handling buddy
next door N@BBB to format it and send it, NOBBB's call sign isthe station
of origin.

Thisis<YOUR CALL SIGN>. Are there any questions so far?
PAUSE

TheFIFTH BLOCK isthe CHECK. The check isthe number of wordsin
the text. This excludes the preamble, address and signature. We'll have a
whole session on the check next week.

The SIXTH BLOCK isthe PLACE OF ORIGIN. Thisisthe city and
state, or in Canada, the city and Province, or the city and county if elsewhere
than the originator of the message lives. Thisis NOT the city and state of the
ham who originated the message - it is, rather, the location of the individual

- whether they are aham or not. | live in Colorado Springs - but if a ham
friend (or non ham friend) who lives in Monument, CO callsand | originate
the NTS traffic, NOWPA isthe station of origin, but Monument, CO isthe
PLACE OF ORIGIN.

The SEVENTH BLOCK isthe TIME FILED - and isan optional field
unless handling instruction BRAV O is used. Although we haven't covered
HANDLING INSTRUCTIONS in detail - HANDLING INSTRUCTION
BRAVO means cancel if not delivered within X hours of filing time - and so
obviously you would have to have afiling time. Unless the message is time
sensitive, thisfield is normally left blank for routine messages. If it IS used,
it isusually the ZULU time the message was first placed into the National
Traffic System.

The EIGHTH and last BLOCK of the preambleisthe DATE. THISIS
USUALLY the ZULU date the message was first placed into the National
Traffic System.

In our next session, we'll go into more detail on a subject that sometimes
causes confusion - the check and how to count words.

de<YOUR CALL SGN>
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Comments, suggestions to Rob Roller, N7LV
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National Traffic System (NTS)
Training (Part 4)

Thisisthe fourth of a series of briefings on traffic handling.

This morning we'll spend alittle time discussing the CHECK on the amateur
message form - and how to count words in the text.

The CHECK is, in essence, avery basic manual error checking figure which
can alert traffic handlers to a missed word in the passing of traffic.

After receiving a message, traffic handlers count the WORDS in the
message and compare to the CHECK. If the two numbers do not agree, a
re-read of the message may be necessary to detect the error.

When passing formal message traffic, the format is to send the preambile,
then the address, a BREAK (which isthe prosign BT on CW and the word
"BREAK" on phone) then the text, followed by another BREAK, then the
signature, then END OF MESSAGE - prosign AR on CW or the word
"END" on phone.

All of the words between the two BREAKS are counted as part of the text,
and thisis what the check refersto.

Each WORD is counted as one. In addition to whole words, there are
GROUPS which are also each counted as ONE. Some examples are:

o A LETTER GROUP such as: LETTER GROUP ARES

« A FIGURE GROUP such as: FIGURES 80919 or FIGURES
719-636-1290

o A MIXED GROUP such as: MIXED GROUP 27TH or MIXED
GROUP N@WPA

Telephone numbersin the TEXT sometimes present confusion.

An example: FIGURES 719 FIGURES 535 FIGURES 1568 would be
counted as THREE WORDS and according to the Public Service
Communications manual, thisis correct way to send a telephone number in
the TEXT.

If, however, atelephone number is sent as: FIGURES 719 dash 535 dash
1568; it would be one group and would be counted as one word. The easiest
way to remember thisisthat each SPACE, except for the one between the
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last word of the text and 'BREAK', begins a new word.

Punctuation marks consist of the period and the question mark - they are
really the only punctuation used in the text. The period is written as the
single letter X asin X-RAY (and on phoneis spoken as"X-RAY") and this
counts as one word. The gquestion mark is spoken as the word QUERY |
SPELL QUEBEC UNIFORM ECHO ROMEO Y ANKEE and also counts as
one word.

The first ham who creates the message should exercise care to be as brief as
possible and avoid the use of contractions. The apostropheis not really used
in CW - and contractions are often misunderstood on phone.

NEXT, welll talk about ARRL NUMBERED RADIOGRAMS- But I'll
pause here to see if there are any questions so far, if so, please call. Thisis
<YOUR CALL SIGN>.

ARRL NUMBERED RADIOGRAMS are a standardized list of often used
phrasesin NTS messages. Each phrase on the list is assigned a number.
There are two groups. group one for emergency relief consists of 26 phrases
numbered consecutively from ONE to TWENTY SIX. Asan example,
Number six means: will contact you as soon as possible. Group TWO, for
routine messages, consists of 21 phrases numbered FORTY SIX and then
consecutively from FIFTY through SIXTY NINE. The completelistis
availablein ARRL publication FSD-3 dated February 94. Earlier versions of
thislist do not contain the latest additions.

When using numbered radiograms, the letters ARL (ALPHA ROMEO
LIMA) are placed in the check block of the preamble, just prior to the
number indicating the word count. In the text of the message, the appropriate
numbered radiogram isinserted by using the letters ARL (ALHPA ROMEO
LIMA) as one word, followed by the number written out in text - not
numerals. For example:

ARL FIFTY SIX - This needs to be emphasized when using voiceand it is
important to spell out the numbers. This allows the receiving station to
correctly copy what is being sent and NOT inadvertently write the figures
FIVE SIX.

The preceding example- ARL F-I-F-T-Y S-I-X is counted as three words.
Some common mistakes are for the receiving station to write ARL dash five
six and count it as one word; or ARL space five six and count it as two
words.

Another example:

ARL SIXTY TWO: Greetings and best wishes TO Y OU for a pleasant
BLANK holiday season.
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or ARL SIXTY FOUR: ARRIVED SAFELY AT BLANK

As THESE examples show, there are some numbered radiograms which
require a"fill in the blank" word or two in order to make sense!

Here's an example of a message to convey a Christmas greeting, indicate
safe arrival and send regards from family members: Y ou may wish to copy
thisfor practice.

NUMBER FIFTY SEVEN, ROUTINE, NOVEMBER
ZERO WHISKEY PAPA ALPHA, ARL 16, PUEBLO, CO
DECEMBER 10

RICHARD RYAN

FIGURES 3820 INITIAL SSUNNYRIDGE LANE
NEW BERLIN, WISCONSIN FIGURES 53151
FIGURES 414 FIGURES 555 FIGURES 1234

BREAK

ARL FIFTY ARL SIXTY TWO
CHRISTMASARL SIXTY FOUR HOME
MOM AND DAD SEND THEIR

LOVE

BREAK

BOB AND ALICE
END, NO MORE NGWPA.

No XRAY needs to be added between parts of this message. The numbered
radiogram assumes a period at the end of the phrase, so adding X-RAY's
would unnecessarily drive up the word count.

When copying the text of a message, receiving stations should write five
words on each line. The yellow and green ARRL Radiogram form is set up
to do this; but if copying on whatever happens to be handy, grouping the
wordsfive at atime allows for avery quick count after the messageis
received. After recelving the message, the receiving operator compares the
word count with the check. If okay, the message is rogered; if not, the
message is repeated at reading speed.

There are variations used when passing traffic via CW; especially when both
stations are operating full break-in. The receiving station can "break” the
sending station at any point for needed fills, instead of waiting for the entire
message to be sent. There are additional special prosigns used and interested
amateurs should obtain ARRL publication FSD-218 dated February of 91 -
this publication is referred to as the "Pink Card" and contains CW NET
procedures as well as a description of the Amateur Message Form,
precedence and Handling Instructions.
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In our next and final session, we'll discuss some of the unwritten hints for
handling NTS traffic. de < YOUR CALL SIGN>

Top|Partl|Part2|Part3|Part5

Home | HQ ARRL | Points of Contact | COPLAN
Directory | District Home Pages | Feedback
Current Events | Resource Library | Related Links | Net News
Nets | Training | Weather

Colorado Amateur Radio Emergency Service http: //www.iex.net/ares/
Comments, suggestions to Rob Roller, N7LV
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National Traffic System (NTS)
Training (Part 5)

Thisisthefifth and last of a series of briefings on traffic handling and the
National Traffic System.

While preparing this series, afew things came to mind which didn't fit into a
category which was covered during a specific briefing. Here, then, are
miscellaneous tidbits for traffic handling after which we can go into an open
forum to discuss traffic handling if any station has questions which weren't
handled in the briefings.

« While attempting to keep the word count at a minimum, care must be
exercised to keep from creating ambiguous messages.

« Letter greetings such as Dear Mom and Dad, are bad form - they are
redundant.

» Reading speed versus regular sending speed. Transmitting station
should trace over the words as you are speaking them to ensure you
are not speaking faster than the receiving station can write.

« NO XRAY needed at end of message.

o RECEIVING station calls sending Station; NET controls should hand
off to receiving station.

« The standard way of indicating that you are finished sending isto say
"END, NO MORE, or END 1 MORE.. (call sign, back to net).

« Hams are not expected to spend money to deliver NTS traffic - toll
calls, callsto directory assistance to obtain telephone numbers and
stamps to mail locally all cost money.

o ARRL operating aids for the traffic handler:
o Yelow and green pad of Radiogram forms

o FSD-218 dated 2/91 Title: Amateur Message Form, known as
"The Pink Card"

0 FSD-3 dated 2/94 Title ARRL Numbered Radiograms - earlier
forms do not contain the latest addition which iIsARL SIXTY
NINE
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These items are available from the ARRL or any commercial
establishment with an ARRL bookshelf.

de<YOUR CALL SGN>
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Colorado Amateur Radio Emergency Service http: //mwww.iex.net/ares/
Comments, suggestions to Rob Roller, N7LV
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National Traffic System (NTS)
Training (Part 2)

home

arrl

contacts _ . : :
onlan As mentioned last week, the primary purpose of a standardized format is so
- cop persons can send and receive formal messages briefly, with the minimum
directory amount of explanation. The RADIOGRAM is a specific format that
districts everyone follows. This alows for the administrative handling of messages
email without having to go into lengthy discussions about where the traffic
e originated and or how important it might be and where it's going. One could

. imagine if there were no standardized format, the following exchange might
llbrary OCCUr:

Thisisthe second of a series of briefings on traffic handling.

links "Hey Bud, | have a message here from alocal ham in
et news Colorado Springs; hetook it from alady whoisn't a ham. |
et took the message yesterday evening and I'd liketo seeif
there'saway we can get it passed to Tulsa, Oklahoma.
There'snoreal urgency, the lady just wantsto let her
weather brother know that shereceived hisletter and will be
sending one back in a couple of days...."

training

The preceding unformatted message consists of 76 words. And ... we still
don't know where the message needs to go.

The same message in NTS format might read as follows:

Number 58, Routine, NOXXO, 11, Colorado Springs,
Colorado, November 18

Mark Smith

573 Glenside Lane
Tulsa, Oklahoma 74131
918 635 0227

BT

RECEIVED YOUR LETTER XRAY WE
WILL WRITE BACK SOON XRAY
LOVE

BT
MARY
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Even counting the preamble (and the breaks), the message length is 35
words. Much more efficient use of time and spectrum. Also, the message has
everything it needsto be delivered -- and to be traced back to its originator.

When passing formal traffic, hams should guard against adding superfluous,
unnecessary extrawords; since the parts of the message are standard, thereis
no need to identify each part as you pass the traffic -- a bad habit of many
traffic handlersisto add these extrawords. For example:

Number 56, Routine, station of origin N@XXO, check 11,
Colorado Springs Colorado, November 18

Goingto: Mark Smith,

Address 573 Glenside Lane, Tulsa, OK ZIP FIGURES
74131

Telephone 918 635 0227

BREAK

I've just added 9 words to the length of the original message by adding
superfluous words such as "station of origin", CHECK, "Going TO", ZIP,
Telephone, and so on. If there is something about the message that deviates
from the standard format, then additional discussion may be necessary;
beyond that, adding extra words is counter-productive.

Keeping in mind that during routine, daily traffic nets we are practicing the
handling of formal message traffic so that it becomes second nature -- it is
imperative that we also practice being brief, and to the point so that in an
emergency, being brief and to the point is also second nature.

When sending formal traffic, certain 'PROWORDS are used to clarify
portions of the message. These PROWORDS are:

BREAK
Separates address from text and text from signature.
CORRECTION
I'm going to correct an error.
END
END of message.
MORE
MORE messages to follow.
NO MORE
NO MORE messagesto follow.
FIGURES
Used for aword group consisting of all NUMERALS.
INITIAL
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Used only for asingle INITIAL.
| SAY AGAIN

Used to indicate a 'repeat’ of aword.
| SPELL

To spell [ phonetically ] aword.
LETTER GROUP

Example: ARES, SCTN
MIXED GROUP

Example: 12BA6, NNN@SBK
When receiving formal traffic, certain 'PROWORDS are used to ask for

clarification or repeats of missing words. These PROWORDS, which should
be preceded by the proword SAY AGAIN are:

« WORD AFTER
« WORD BEFORE
« BETWEEN

« ALL AFTER

« ALL BEFORE

Stay tuned!

In our next session, we'll take a closer ook at the parts of the preamble and
at the usage of the PROWORDS.

de<YOUR CALL SGN>

Top|Partl|Part3|Part4|Part5

Home | HQ ARRL | Points of Contact | COPLAN
Directory | District Home Pages | Feedback
Current Events | Resource Library | Related Links | Net News
Nets | Training | Weather

Colorado Amateur Radio Emergency Service http: //www.iex.net/ares/
Comments, suggestions to Rob Roller, N7LV
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http://www.iex.net/ares/nts-top.htm
http://www.iex.net/ares/nts-1.htm
http://www.iex.net/ares/ares.htm
http://www.arrl.org/
http://www.iex.net/ares/ares_poc.htm
http://www.iex.net/ares/coplan.htm
http://www.iex.net/ares/directry.htm
http://www.iex.net/ares/district.htm
http://www.iex.net/ares/e-mail.htm
http://www.iex.net/ares/current.htm
http://www.iex.net/ares/library.htm
http://www.iex.net/ares/links.htm
http://www.iex.net/ares/netnews.htm
http://www.iex.net/ares/nets.htm
http://www.iex.net/ares/training.htm
http://www.iex.net/ares/wx.htm
http://www.iex.net/ares/ares.htm
mailto:n7lv@amsat.org
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